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North Ease and North Cumbria 

TRE strategy Information
Overview

The North East and North Cumbria (NENC) Integrated Care System (ICS) has identified the development of a regional Trusted Research Environment (TRE) as a key development in its Digital Strategy 2020-2024 (see appendix D.)

The first stage is to develop a regional strategy in early 2021. Development of the strategy will involve consultation with a range of regional stakeholders on the benefits, challenges and services required for a North East and North Cumbria TRE. 

Individual conversations will be followed by an online presentation and discussion forum involving stakeholder group representatives to develop a plan for a regional service and identify priorities for development. 

How will the Information from my conversation with you be used?
· Information will be used in both the online presentation and in the strategy document. 
· Conversations will be recorded to aid transcription and the recording will be retained for six months following the strategy approval, currently planned for April 2021. 

Information and anonymised quotes from the conversations will be used in the strategy. Everyone will be acknowledged in the document. More detailed information on the approach is in appendix A ‘project initiation document’.
Conversation Format

Our conversation with you will take about an hour and we will be as flexible as possible to work around your time commitments. 
We will ensure you have the relevant background information to support some of the questions – this information is for reference and to aid conversations as required and can be changed or disregarded at your discretion.
Useful On-line Seminar

‘UsemyData’ held an on-line TRE event in November 2020 which you may find useful, the notes and recording are at:

http://www.usemydata.org/webinars.php?webinar=2020-11-25
How would a Trusted Research Environment Work?
The TRE is a safe environment for researchers and data analysts to perform complex analytics on healthcare data to help improve local healthcare services and citizen outcomes. The development and ongoing use of a TRE would be overseen by our local health and care organisations.

A dedicated local governance body would decide projects for the TRE. This would be based on the most important regional healthcare challenges. The governance body will ensure that projects meet all legal and regulatory standards in order to proceed, and then monitor them for compliance and transparency.
Each project’s aims, outcomes and governance will be fully documented and agreed by all of the organisations involved in the study, for instance an NHS hospital trust, a local authority and a university. 
This agreement will also define the data to be released for the project from each organisation, ensuring the project meets all necessary data security, protection and confidentiality requirements.
Any data used will be put into an anonymised format so individual people cannot be identified from it. The data will be transferred from the organisations into the TRE using secure transfer methods, where it is held in a secure ‘airlock’ for security and quality checking before being transferred into the TRE.
Each project will operate in a secure area within the TRE dedicated to it. Only the healthcare analysts and university researchers with prior accreditation, and who have been approved to take part in the study, can access a secure area. 
Each secure area is compartmentalised, so users cannot get access to other compartments or projects, unless they are approved.

The data specific to the project is contained in its dedicated area only for the length of time required by the study, and then it is safely archived or discarded. Data cannot be removed from the TRE on an ‘ad-hoc’ basis. The ‘master’ version of the data always stays with the healthcare organisation it came from, for their ongoing use in providing healthcare services.

The users of the TRE bring together their different skills and experience to study the data in their secure area, using software tools which are part of the TRE. Each TRE project will produce findings and new tools that will help improve our local healthcare services and outcomes for citizens in our region.
Appendices
TRE Background Information

Appendix 1: NENC TRE Design Principles

A1.1 Design Principles (1): TRE Design Principles: The ‘5 Safes’

The NENC TRE would adhere to the ‘5 Safes’ as developed by the UK Health Data Research Alliance as design principles for development (see Appendix C, page 10 for full definitions):

1.1.1 Safe people

Individuals allowed access to TREs should be able to demonstrate appropriate credentials. They must be hosted by organisations that are prepared to take responsibility for their actions and vouch for each individual. Users would be required to sign legally binding terms of use, including: 

• not trying to re-identify individuals from data
• immediately report any security weakness found when using the system and not attempting to exploit it 

• not share their login credentials with any other individual 

• informing the TRE service if they are changing institutions before they have done so 

Individuals will also be required to carry out and refresh agreed information governance training and any training specific to the TRE and/or project datasets.

1.1.2 Safe project

Projects must ensure that the use of data is appropriate and has the potential for public benefit. The TRE must also have the capability to enable use to be audited to ensure compliance. 

1.1.3 Safe setting

As a minimum a safe setting needs to implement: 

·  a system to hold data securely such that individual level data cannot be exported

·  for transparency the security design and implementations should be independently audited with reports reviewed by a patient/public oversight group and made public

• systems to allow secure remote access by users to carry out analysis with the ability to keep track of user activity (to ensure compliance with ‘safe projects’) and that ensures accounts cannot be shared (to ensure compliance with ‘safe people’) 

·  an environment containing a set of tools to allow data to be analysed

Because the types of analysis that users wish to carry out will go beyond that which can be provided by standard statistical packages (e.g. SPSS) it must also be possible for users to bring their algorithms into the safe setting. This would require ‘air lock’ capability to ensure that imported tools are scanned to ensure that they will not compromise the security and integrity of the TRE and in particular, do not facilitate the export of record level data.
Similarly, because researchers may wish to analyse data in the safe setting along with data held outside, the safe setting must provide mechanisms to support importing and linkage of data. As with tools, this will require ‘air lock’ capability to allow for the secure importing of user supplied data.

1.1.4 Safe data

· TREs should also ensure that the data accessible to users within the safe setting is as non-disclosive as possible and in line with GDPR requirements (or any revision due to the UK leaving the EU.) This means ensuring processes to import data into the safe setting carry out de-identification to ensure individuals cannot be directly identified and, where possible, anonymisation of fields where this will not impact research analysis but will reduce the risk of accidental re-identification of individuals. 

1.1.5 Safe outputs

· As outlined in Safe Setting (1.1.3) TREs must implement a barrier (or ‘air lock’) between the safe setting environment and the outside world to prevent unauthorised data export. 
· TREs must implement processes and systems to allow approved data to cross this barrier (air lock.) Systems require functionality to track requests and decisions, supporting cycles of rejection and revision.
Appendix 2: Draft Trusted Research Environment Definition/Characteristics

TRE Definition - Short Version

The Trusted Research Environment is a safe environment for researchers and data analysts to access and perform complex analytics on healthcare data.

TRE Definition - Long Version

The Trusted Research Environment is a safe environment for researchers and data analysts to access and perform complex analytics on healthcare data.

The TRE supports improvements and innovation and brings benefits such as economies of scale as researchers and healthcare and analysts don’t need to develop their own environments. It keeps the data safe as it can’t be removed and is only used for its specified purpose.

Researchers and analysts can apply complex mathematical modelling tools to the TRE – which means they can gain valuable insights for applications such as research and service improvements.
By working together and having a regional TRE we can share the investment and, with robust governance and security, help researchers and analysts get access to data which will facilitate collaboration across sectors and improve outcomes and insight for our population.
Characteristics of a TRE

· A public cloud based service to industry and public sector standards (e.g. ISO27001)
· Dynamic scaling with capability to store significant data-sets on a regional scale
· Use for a range of analytical purposes including research, support for service improvements and planning
· High performance computational capability to support complex algorithms

· Provision of industry standard analytics software tools

· Secure workspaces for each approved project with access limited to defined people and machines and secure ‘air-locks’ to allow secure import of data and algorithms

· Secure data transfer, encryption, storage and disposal

· Ability to link agreed and approved datasets securely 

· Effective TRE user support processes 

· Provision of secure access services (e.g. HSCN) and internet facing services

· Some data storage, virtual workstations and application hosted solely on HSCN

· Secure access using virtual machines and user authentication (e.g. 2-factor)

· Information security:

· Confidentiality: data is only accessible to authorised individuals in transfer, storage and analysis processes 

· Integrity: no data is lost or corrupted

· Availability: best efforts to provide safe and secure access at all times

· Disaster \ business recovery processes 

· Ability to federate securely and safely with other approved and agreed TREs where appropriate 

· A clear and robust quality / governance management system to industry standards including 

· Governance system to safely and securely manage usage and access including project approval, prioritisation and monitoring

· A fully resourced TRE planning and operational management system, with clear roles, responsibilities and accountabilities 

· Documented protocols, contracts and agreements for all usage including projects and use of data (e.g. research purpose, service improvement, evaluation), breach protocols and liability protection

· Documented information governance protocols, templates and processes ensuring compliance with relevant regulations and standards including GDPR and NHS Digital Data Security and Protection Toolkit (DSPT) 

· Monitoring and audit capabilities, including breach protocols 

· Data quality management processes and protocols to agreed standards 

· Data management including encryption protocols ensuring data access is to only accredited users

· User accreditation, training, access controls and monitoring including internal processes to manage personal data of any users of the system 

· A clear public engagement and communication process to build and sustain public trust and involvement

· Capability to use both anonymised and identifiable datasets with public transparency and oversight, with protocols for recording population preferences
Reference Information / Optional Reading

Appendix A: TRE Strategy Development Project Initiation Document
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Appendix B: Overview of UK TRE Developments
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Appendix C: UK Health Data Research Alliance TRE paper
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Appendix D: NENC ICS Digital Strategy 2020-2024
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Appendix E: Great North Care Record Technical Vision (July 2017)
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Executive Summary

The UK Health Data Research Alliance is an independent alliance of data providers, custodians and curators
dedicated to improving human health by maximising the potential of multiple forms of data at scale.

Our vision is that every health and care interaction and research endeavour will be enhanced by access to
large scale data and advanced analytics.

1.Why does this matter?

Even before the COVID-19 pandemic, challenges to human health and health system sustainability have
been increasing across the world. Whilst heart disease, stroke and cancer still account for nearly two thirds
of all deaths globally, increasingly people are living with multiple diseases and long-term conditions. These
affect us deeply — they change the lives of those with the diseases and those who care for them. By making
health data available to researchers, we can develop a better understanding of these diseases and find
ways to prevent, diagnose, treat and manage or cure them. It is also essential for tackling the direct and
indirect impact of pandemics and other public health challenges.

2.Why is the UK the best place to do this?

The UK has some of the richest health data anywhere in the world. With the NHS it is feasible to collect
longitudinal health data on a large and diverse population, and to make national-scale improvements to
health and care. Combined with unique research expertise, outstanding talent in the NHS and universities,
and vibrant life sciences and technology industries, the UK has an unprecedented opportunity to use data
at scale to drive innovation, grow the UK industry base and improve the long-term health of the public. For
example, the RECOVERY trial’ is currently the world’s largest trial of COVID-19 drugs?.

3.How do we ensure this happens in a safe way that retains and enhances public trust?

Research conducted by Understanding Patient Data identified that people are generally comfortable with
anonymised data from medical records being used for improving health, care and services, and for
research, provided there is a public benefit. 2 The more informed people feel, the more they are likely to
support these uses. However, people are more likely to be uncomfortable with the idea of commercial
companies accessing their health data, and there are concerns about information being passed on for
marketing or insurance purposes. There are recent examples of projects which have been widely reported
in the media and may have increased public concern about health data use*.

The UK Health Data Research Alliance (the ‘Alliance’) is committed to an approach to data access based
primarily around Trusted (Trustworthy) Research Environments (TREs); with appropriate robust and
independent TRE accreditation, monitoring and auditing.

1 https://www.recoverytrial.net/

2 https://www.bbc.co.uk/news/health-52478783

3 https://understandingpatientdata.org.uk/how-do-people-feel-about-use-data

4 For example: https://www.theguardian.com/commentisfree/2020/feb/16/our-personal-health-history-is-too-valuable-to-be-harvested-by-tech-
giants, https://www.theguardian.com/technology/2020/feb/08/fears-over-sale-anonymous-nhs-patient-data
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Adopting this approach would be a way of addressing these public concerns and enhancing public
confidence in the use of health data for research in the UK. For researchers, it would involve a significantly
different way of working with these wider health datasets (though would not necessarily change the modes
of access to existing research cohort data). Rather than extracts of individual level data being ‘released’,
TREs would provide access to a secure analytics environment (i.e. a safe setting) where researchers could
bring analysis algorithms to the data.

To achieve this shift, it will be therefore be necessary to mitigate concerns and gain and sustain the trust of:

e The public and patients through improved explanations of the benefits and risks associated with
using health data as well greater transparency and lay descriptions of the technical solutions being
implemented.

e Data custodians who must be willing to make data available for linkage and use in TREs.

e Researchers, many of whom are used to a data release model, who may be concerned at the
detrimental impact on researcher productivity from working in a TRE environment.

There are now multiple examples of TREs operating successfully in this way, both for healthcare data and
other potentially sensitive data, and the responses to the COVID-19 pandemic has accelerated this shift®.
Examples include, but are not limited to:

e Scotland Data Safe Haven programme®

e UK Secure eResearch Platform in Wales’

e Genomics England Research Environment®
e UK Data Service Secure Lab®

e NHS Digital TRE for England?®®

e OpenSAFELY!

There are a growing number of practical and cost saving benefits to this approach. It can maximise the
utilisation of High-Performance Computing, whilst avoiding the costs of transferring and storing duplicates
of increasingly large datasets, particularly imaging and genomic modalities. It also avoids the liabilities for
researchers from having to ensure security of downloaded datasets.

The initial consultation on the draft of this paper indicated broad support for the direction of travel,
especially from patient and public representatives. However, we have identified six areas where further
work is required to develop a productive ecosystem that that meets the changing needs of health data
science to deliver public benefit whilst protecting individual privacy.

1. Consistent and proportionate accreditation of safe people.

5 https://www.hdruk.ac.uk/wp-content/uploads/2020/04/200416-COVID19-Research-Data-Final.pdf
5 https://www.nhsresearchscotland.org.uk/research-in-scotland/data/safe-havens

7 https://saildatabank.com/wp-content/uploads/UKSeRP_Brochure v1.5.pdf

8 https://www.genomicsengland.co.uk/about-genomics-england/research-environment/

9 https://www.ukdataservice.ac.uk/use-data/secure-lab/how-it-works.aspx

10 https://digital.nhs.uk/coronavirus/coronavirus-data-services-updates/trusted-research-environment-service-for-england/
1 https://opensafely.org/
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2. Consistent accreditation of safe settings, making use of existing standards and with a focus on the
use of public cloud computing.

3. Involvement of public and patient representatives in the data access management decision making
process, with transparency of use, outcomes, and impact.

4. Improved lay explanations of the design and functioning of TREs.

5. Enhancing the researcher experience whilst minimising risks to privacy.

6. Addressing the technical, governance and process challenges of federating TREs.

Status of the document

This Green Paper has been updated to reflect the comments from a consultation run between 30 Apr and
26 May 2020. We are very grateful for the twenty-four responses received which covered a broad range of
stakeholder views including patient and public representatives, NHS and other data providers, academia,
system-level stakeholders, TRE service providers and consultancies. Whilst it has not been possible to
incorporate all of the comments received, the input will also be used in the development of the
implementation plan.

We continue to welcome comments and contributions to help shape the development and subsequent
policy papers on the different areas outlined above.

A summary of changes to the previous draft can be found at Appendix B.
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Overview

Purpose

Health data used for research and innovation comes from a variety of sources, but most relates to peoples’
interaction with the health and care system in some way — for example as an NHS patient, a participantina
clinical trial, being involved in a genomics initiative or as a blood donor. Therefore, achieving the
confidence and trust of patients and the public in the use of this data is central to achieving our vision.

This paper provides the case for a shift to providing access to data via Trusted (or Trustworthy*?) Research
Environments (TREs) which protect - by design - the privacy of individuals whose health data they hold,
while facilitating large scale data analysis using High Performance Computing that increases understanding
of disease and improvements in health and care. It sets out the requirements for TREs based on the Five
Safes'® model, with some extensions to reflect the latest technological developments and specific
requirements of health data. It sets out a potential direction of travel for the transparent, independent
accreditation of TREs that will make up the infrastructure of the UK Health Data Research Alliance, as well
as how federation across this ‘national grid’ of TREs could occur. It concludes by identifying six work
packages required for implementation.

Background

The UK Health Data Research Alliance is an alliance of leading health, care and research organisations
united to establish best practice to enable the ethical use of UK health data for research and innovation at
scale!®. A central challenge in using health data is how to facilitate research while protecting privacy and so
engendering public trust.

The Office of National Statistics (ONS) which facilitates research access to similarly sensitive administrative
data described in 2017%° its role as to "find a way to maximise the use of the detailed data that ONS holds,
while keeping them secure at all times; to let government, academics, businesses and others use these data,
while being able to assure you [the public] that you will never be identified, your private details will never
become public and that the information you have given us will only ever be used in ways that clearly serve
the public good". Their approach is summarised as “Five Safes”: Safe people; Safe projects; Safe settings;
Safe outputs; Safe data. These “Five Safes” should be considered as adjustable controls rather than binary
settings. Risk is addressed by complementary adjustments on the implementation of each “Safe” to provide

12 \We have chosen to use the term ‘trusted’ but acknowledge there are other stakeholders who prefer the term ‘trustworthy’.
13 https://blog.ons.gov.uk/2017/01/27/the-five-safes-data-privacy-at-ons/

14 https://ukhealthdata.org/

15 https://blog.ons.gov.uk/2017/01/27/the-five-safes-data-privacy-at-ons/
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an appropriate context for research to occur which maintains an optimal balance between research benefit
and overall risk management.

The term "Data Safe Havens" has been used to describe systems for providing researchers with access to
data while managing risk of unauthorised re-identification of individuals from de-identified data, however
implementations vary considerably®. When evaluated against the "Five Safes" defined by ONS, common
features of Data Safe Havens are processes of evaluation of research proposals before granting access (Safe
projects) and robust processes to de-identify and anonymise data being accessed to reduce the risk of re-
identification (Safe data). However, in many cases the model of access is one of "Data Release", i.e. where
processed datasets are distributed to researchers, rather than requiring them to carry out their analysis
within a controlled environment operated by the Data Safe Haven (Safe setting). Once data is distributed to
researchers, controls on who accesses the data (Safe people) and on what is publicly released as results
(Safe outputs) and even exactly what research the data is used for (Safe projects) are out of direct control
of the Data Custodians.

Historically organisations such as ONS that have operated safe settings have offered only a limited set of
statistical analysis tools to researchers accessing data in their environment. These have been largely
adequate given the structure and size of administrative and social science datasets being analysed. By
contrast, health datasets, consisting of electronic health records, images, and omics data types, are
typically richer and larger. Analysis is more likely to require complex custom analysis algorithms which
correspondingly require more substantial compute resources.

Until recently it has been a challenge to provide a safe setting able to support analysis at such a scale and
with such diverse tooling. There has also been a history, dating back to the open sharing of the first human
genome, of data distribution for such biological datasets to researchers to allow them to carry out analysis
on their own computer systems. As a result, with the rise of the generation of omics data from consented
individuals, this data distribution model has become codified as the process for managed data sharing,
exemplified by the archives database of Genotypes and Phenotypes (dbGaP) and European Genome-
phenome Archive (EGA).

Critical to the success of the proposed TRE-based approach will be achieving the optimal balance between
confidence of data controllers through increased security, benefits to the researcher through improved
access to larger datasets, and transparency for public and patients as to who is accessing the data and for
what purposes.

A reduction in researcher productivity has been highlighted as a risk through the initial consultation. It will
therefore be essential for the UK Health Data Research Alliance TRE workstream to continue to engage the
community to develop best practice for the full range of researcher requirements and experience. It will
also be important to communicate the other benefits that will accompany a move away from the data
release model such as improved data access request turnaround times and approaches to enable greater
potential for hypothesis-generating or agnostic analysis.

16 Burton, P. R. et al. Data Safe Havens in health research and healthcare. Bioinformatics 31, 3241-3248 (2015).
https://europepmc.org/article/MED/26112289
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The case for TREs providing access to health data through safe settings

Recent events and developments have made the provision of safe settings for health data analysis both a
desirable and technically practical alternative to data distribution.

Firstly, previous initiatives that have not effectively engaged or consulted on the rationale for data access
have resulted in a lack of trust in the phrase 'data sharing'. It has become associated with the risk of jigsaw
reidentification through the distribution of data to unknown third parties for unknowable types of analysis
and potential unknown further distribution and linkage. All approaches to the de-identification of datasets
that contain individual patient level data are limited and require controls enabled by TREs.

Secondly, the adoption of General Data Protection Regulation (GDPR) has made researchers and their
organisations subject to serious financial consequences of failing to adequately protect personal health
data distributed to them and hosted on computer systems they are responsible for. For many
organisations, in particular universities and NHS trusts, it has becoming increasingly challenging to operate
computing environments with the required level of security. This is particularly the case when large scale
high-performance computing (HPC) is required to support the research community. Similarly, data
custodians distributing data have become more risk averse because of potential shared responsibility with
receiving organisations for any breach under GDPR.

Thirdly, for large datasets such as images and genomes, data distribution is both inefficient and costly. It
results in funders directly or indirectly supporting the costs of storage of multiple copies of large datasets
and the associated network costs for multiple large data transfers, when each copy may only be used for a
limited period.

Fourthly, over the last 5-10 years the evolution of computer systems have made it practical for researchers
to bring complex analysis pipelines to data held on centralised systems!” and for these systems to be able
to support both cost efficient and dynamic scalability of compute’® for analysis and integral data security®.

Finally, there are examples of operational systems that provide a safe setting as the only mode of access
and that are being used at scale for these classes of health data. The SAIL DataBank has operated for 12
years with a 'no data leaves' or 'reading library' approach to data access. Using Swansea University’s UK
Secure e-Research Platform (UKSeRP) to deliver remote access to population-scaled linked data resources
from over 400 partner organisations, UKSeRP’s fully featured high powered analytical environment has
supported hundreds of projects conducted by academics from across the UK over that time®. Similarly,
Scotland has implemented a system of federated safe havens with secure analytics platforms, which are
safe settings, as described in their Safe Havens Charter?l. The more recent Genomics England Research

17 Through Virtual machines or lightweight containers such as Docker.

18 On premise High Performance Compute (HPC), private or public cloud services

19 Data encryption at rest under data custodian control via Key Management Infrastructure.

20 https://saildatabank.com/wp-content/uploads/SAIL 10 year anniversary brochure.pdf

2 https://www.gov.scot/publications/charter-safe-havens-scotland-handling-unconsented-data-national-health-service-patient-records-support-

research-statistics/pages/4/
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Environment (GERE) is also a safe setting and, with >20Pb of genome data from the 100,000 genomes
project, operates at a much greater scale. It has >2,000 researchers onboarded to carry out analysis with a
range of tools and a full HPC environment (see figure 1).

GERE has the advantages of being set up 1) with explicit research consent from each patient participant; 2)
with substantial public and patient engagement and oversight and 3) with completely unequivocal
published?? and public statements that individual level data will not be distributed but will remain within
the research environment. As such it has achieved a high level of trust despite dealing with individual
genomes, a new and sensitive class of personal health data?3.

UKSeRP has been available as a private cloud offering to third parties wishing to take advantage of
UKSeRP’s “ready to go” platform to secure and provide access to their own data, under their own
governance 2* %, As of the 1t January 2020 there were 25 UK-based organisations with UKSeRP tenancies in
the UK, including Dementias Platform UK, Avon Longitudinal Study of Parents and Children (ALSPAC), and
UK-CRIS (Clinical Record Interactive Search), with an increasing number of installations internationally.

It is apparent from patient and public engagement work that there is much greater comfort with data being
accessed through a safe setting than data distribution.?® Where research access is via a safe setting with
appropriate patient /public oversight of research activities an opt-out consent model may also be
considered sufficient even where data is sensitive, such as the founder CRIS system providing a research
environment with Natural Language Processing (NLP) tools on a de-identified copy of the EHR records of
the South London and Maudsley NHS Foundation Trust (SLaM)?’. Even during past media-fuelled public
concern about data sharing, the SAIL Databank with its robust proven and robust approach to data curation
and access remained uncriticised?®®,

Most recently, the OneLondon Citizens’ Summit Public deliberation in the use of health and care data
identified the following factors that reassured participants in relation to data access®:

e Research organisations accessing data within a controlled and secure environment, such as a
hospital or research hub, and the data not leaving this environment;

e Access being supervised by appropriate NHS staff or conducted by NHS analysts on behalf of the
research organisation;

e Contractual arrangements in place that underpin the data access with consequences for those who
break the rules around access (e.g. sharing data outside of the research environment);

e Data not sent or shared outside of the research environment (but could be accessed remotely).

22 Turnbull, C. et al. The 100 000 Genomes Project: bringing whole genome sequencing to the NHS. BMJ 361, k1687 (2018); Genomics England
Protocol https://www.genomicsengland.co.uk/library-and-resources/

2 https://medconfidential.org/for-patients/loopholes/

24 https://farrinstitute.org/wp-content/uploads/2018/03/UKSeRP_Case Study.pdf

2 https://saildatabank.com/wp-content/uploads/UKSeRP_Brochure v1.5.pdf

26 Great North Care Record 2018 Base: 824 North East representative

27 e.g. CRIS system, allowing NLP over de-identified mental health records https://www.slam.nhs.uk/research/cris/

28 Lyons, Ford and Jones, Care.data: why are Scotland and Wales doing it differently? https://www.bmj.com/content/348/bmj.g1702/rr/687637
2 https://www.onelondon.online/wp-content/uploads/2020/07/Public-deliberation-in-the-use-of-health-and-care-data.pdf
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Requirements for a Trusted Research
Environment

The UK Health Data Research Alliance’s Principles for Participation®® include use a proportionate approach
to the governance of data access based on the five “safes”. TREs provide a "safe setting" approach. For the
Alliance to maximise its potential, common agreed specifications will simplify processes for researchers,
lowering barriers to access to multiple TREs. Over time, a common TRE specification(s) combined with the
adoption of common health data standards will facilitate federated analysis across multiple TREs.

Ensuring public trust is maintained across multiple TREs implemented in different ways and operated by
different organisations will require both the adoption of a common TRE specification and independent
accreditation and auditing (see accreditation below).

Most Alliance members manage health service data for which access through the safe setting model is most
appropriate. A subset of members manage access to research cohorts where rules of data access may be
significantly different. This is due to participants in research cohorts being volunteers who have consented
to data access rules that were ethically agreed at the outset. For example, the consent of one of the largest
UK research cohorts, UK Biobank 3'allows data distribution to approved researchers ("safe people") who
have an approved research plan ("safe projects"). For these members setting up a TRE instance based on
the safe setting model need only be one method of data access. However, to maintain the integrity of the
ecosystem, such a TRE instance would need to be completely isolated from systems that provide data
release.

Safe people

Individuals allowed access to TREs should be researchers®? able to demonstrate appropriate credentials and
be undertaking approved (safe) projects. They are likely to be paid by research organisations that are
prepared to take responsibility for their actions and vouch for each individual. However, the approach must
not inadvertently constrain access for researchers from non-standard backgrounds, such as those bringing
distinctive data science capabilities from other sectors such as social sciences, finance or from start-ups.
Researchers would be required to sign legally binding terms of use including:

e not trying to re-identify individuals®3

e immediately reporting any security weakness found when using the system and not attempting to
exploit it

e not sharing their login credentials with any other individual

30 https://www.hdruk.ac.uk/wp-content/uploads/2020/03/200304-Principles-for-Participationv2pdf.pdf

31 https://www.ukbiobank.ac.uk

32 Researchers could be from academia, NHS and from industry. Any accreditation of research must cover all these communities.
33 Data Protection Act 2018 Section 171 - Re-identification of de-identified personal data
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e informing the TRE if they are changing institutions before they have done so

They would also be required to carry out information governance training and, potentially, training specific
to the health domain, TRE and/or datasets, refreshed periodically.

Accredited TREs will require systems to track individuals and organisations, the status of their on-boarding
progress. With a common definition for safe people across the Alliance, it would be possible to setup
something like the "ONS Approved Researcher Scheme" or “Accredited researcher under the Digital
Economy Act 2017”34, where researchers only have to be approved once to access multiple TREs, subject
to separate project approvals. This is also the approach that is being developed through the Global Alliance
for Genomics and Health (GA4GH) with their passport and visa standards®>.

The Health Data Research Innovation Gateway (the ‘Gateway’)®, working in concert with the ONS Research
Accreditation Service®” has the potential to provide the technical implementation to reduce burden on
researchers, and their parent organisations, wanting to access multiple datasets across different Alliance
TREs. This would also simplify implementation for each TRE and would be achieved either through the
Alliance managing identity of researchers itself or relying on third party national or international research
directories that have been proposed should they implement appropriate review and management
processes.

Summary of Consultation responses to question: Safe people: how do we accredit researchers in a way
that can support academia, NHS and industry to achieve the vision that every health and care
interaction and research endeavour will be enhanced by access to large scale data and advanced
analytics?

e General support for the need to have an open standard that may need to be adjusted for specific
datasets and specific TREs.
e Should support a tiered approach to accreditation aligned to different levels of data sensitivity
e Prefer licensing rather than one-off accreditation with a central body providing licencing.
e Use existing accreditation schemes (e.g., aggregation of many of the common "tokens of trust”)
e Risks to mitigate included:
o Accreditation of individuals may be cost prohibitive, could fall under a broader research unit
or organisational accreditation.
o Accreditations and approaches become nothing more than box ticking exercises.

34 https://www.ons.gov.uk/aboutus/whatwedo/statistics/requestingstatistics/approvedresearcherscheme#tbecoming-an-approved-researcher-
through-the-ons-approved-researcher-scheme

35 https://www.gadgh.org/news/gadgh-passports-and-the-authorization-and-authentication-infrastructure/

36 https://healthdatagateway.org/

37 https://researchaccreditationservice.ons.gov.uk/ons/ONS_Homepage.ofml
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Safe projects

Despite the privacy protections offered by TREs, it remains essential to ensure that the use of data is
appropriate and has the potential for public benefit. The TRE must have the functionality to enable this use
to be audited to ensure compliance. Alliance members already have systems in place to review proposed
research projects, and the functionality of the Health Data Research Innovation Gateway is being
developed to support the harmonisation of these systems as far as possible.

Involving representatives of patients and public is a key element, alongside transparency of decision making
and data use, as highlighted in the Foundations of Fairness joint report from Understanding Patient Data
and the Ada Lovelace Institute® and subsequent learning data governance model proposals®. This includes
recommendations to address the issue of frequency of feedback and transparency around the research
that is being carried out, that patients, public and cohort research participants frequently raise in focus
groups. To improve transparency, it is proposed that TREs require lay summaries to be provided as part of
the project approval process with these being made public on approval. TREs should also implement
systems to allow access by researchers of data held by the TREs to be linked back to projects so that
research outputs can be made transparent and reported back to participants as standard.

Further consideration of safe projects will be considered as part of the Data Access management module
development of the Innovation Gateway.

Safe setting

As detailed above, there are multiple existing platforms providing research access to health data through
the implementation of a safe setting. While one side of operating a safe setting is the need to ensure public
and data controller trust through security and transparency, the other side is the need to ensure it is
engineered to be as easy to use for research as possible.

At minimum a safe setting needs to implement:

e A system to hold data securely such that individual level data cannot be exported. For transparency
the security design and implementations should be independently audited with reports reviewed
by a patient/public oversight group and made public.

e Systems to allow secure remote access by accredited researchers to carry out analysis with the
ability to keep track of researcher activity (to ensure compliance with "safe projects") and that
ensures accounts cannot be shared (to ensure compliance with "safe people").

38 https://understandingpatientdata.org.uk/what-do-people-think-about-third-parties-using-nhs-data
39 https://understandingpatientdata.org.uk/news/new-approach-decisions-about-data
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e Aresearch environment containing a set of tools to allow data to be analysed, with a barrier
between the safe setting environment and the outside world to control data and software import
or export, referred to below as the ‘air lock’.

e Processes and systems for export of summary data (Safe output, see below) and to support data or
software import. It will be necessary to implement systems able to scan data files, such as for
viruses hidden within software packages and for identifiable data that should not be imported into
a TRE.

The types of analysis that researchers wish to carry out may go beyond statistical packages provided as
standard by TREs (e.g. R-Studio, Stata). It must therefore be possible for researchers to bring their
algorithms into the safe setting. The ‘Air lock’ capability ensures that imported tools are scanned to check
that they will not compromise the security and integrity of the TRE and, in particular, do not facilitate the
export of record level data.

Similarly, researchers may wish to analyse data in the safe setting along with data held outside. The safe
setting must provide mechanisms to support importing and linkage of data. As with tools, this will require
‘air lock’ capability to allow for the secure importing of researcher supplied data. This ‘air lock’ may require
tools to ensure that this data does not compromise the environment nor enhance the risk of re-
identification beyond that assessed at the time the researcher’s request for access was approved.

Data linkage will also require a mechanism to undertake the linkage in such a way that privacy is
maintained or enhanced, such as using the services of a trusted third party.

In practice, such controls mean that researchers cannot operate inside the safe setting as they do on their
own computer systems. While they can access the safe setting remotely via a Virtual Desktop Interface
(VDI) to carry out their research, they will not be able to connect from the safe setting to the outside except
via the ‘air lock’. This means they will not be able to access external websites, unless these are whitelisted
with appropriate security to make them read only to prevent data export. It also means they cannot easily
connect directly to software repositories such as GitHub.

To facilitate the development and configuration of software prior to import into the safe setting, it is likely
to be beneficial for TREs to provide researchers with a separate test environment that behaves like the safe
setting, but is accessible from the internet. Such a test environment would need to have the data
frameworks identical to those within the safe setting so processing of data formats and communication to
APIs could be tested, but the data itself would need be synthetic*. Since software frequently assumes the
existence of the internet and contains embedded external file requests etc. it is also sensible for this test
environment to have a 'no-internet' mode so it can be checked that the software still runs in the absence of
internet connectivity.

TRE safe settings will be multi-user environments, in most cases with the ability to run algorithms on high
performance computing systems, either as on-premise native HPC, private cloud or public cloud (see safe
computing below). In all cases systems to manage the competing demands of many researchers are

essential, meaning imported software must be able to work with such systems. Similarly, regarding actual

40 Synthetic data is artificially generated to replicate the statistical components of real-world data but doesn't contain any identifiable information.
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software import, software could be packaged in different ways including containers (such as Docker) to full
virtual machines. Across the Alliance it may be appropriate for different TREs to consolidate on supporting
one or a limited number of workflow management and software packaging solutions to reduce the
complexity for researchers wanting to run their software in different TREs.

Safe computing — an extension of Safe setting

Since the ONS definition was originally developed, a new issue has become important that is not explicitly
covered by the "Five Safes" but needs to be addressed to build public trust. This is the outsourcing of
provision of computing infrastructure for all or part of a safe setting to third parties through partnerships
with commercial organisations or use of public cloud computing providers.

Previously, safe settings have been almost exclusively provisioned through "on-premise" computer
hardware where physical security of equipment, network security, software maintenance etc. is the
responsibility of the data custodian or TRE operator. Such systems can be configured as "private cloud" to
support the use of software distributed as virtual machines and containers. However, use of third-party
computing resources, such as public cloud, offers many potential advantages for TRE providers and is likely
to be the default from now onwards. This provides dynamic scalability of compute to enable short periods
of intensive computation such as for Al training. Outsourcing layers of the hardware and software stack
which have become commodities to cloud providers brings other potential benefits due to their greater
capacity to engineer scalable platforms and implement robust security.

In order to build public trust, use of private sector computing infrastructure to provide a safe setting must
be done in such a way that none of the hardware and software layers outsourced make it possible for the
third-party provider to access individual health data. This needs to be enabled through security design and
engineering as well as contractual arrangements with the third-party provider to minimise the risk of a data
security breach. It is accepted by some cloud providers that a security design that ensures they have no
data access is a critical requirement to many organisations. Technical papers have been published about
how to engineer this level of security where cloud provider administrators have no ability to access any

customer data**?,

The security engineering and design required to make this possible is complex and involves encryption on
rest of all health data and encryption key management infrastructure configuration such that only the data
custodian controls the keys. It is proposed that TREs using public cloud should be engineered in this way
and would be regarded as operating a "safe setting" that implements "safe computing".

Explaining this complex engineering and design in ways that data custodians, researchers and members of
the public can understand and engenders trust represents a challenge that needs further consideration.

41 AWS: https://d1.awsstatic.com/whitepapers/using aws_context nhs cloud security guidance.pdf;

https://d1.awsstatic.com/whitepapers/Security/AWS Security Best Practices.pdf;

https://d0.awsstatic.com/whitepapers/AWS Securing Data at Rest with Encryption.pdf

42 Google: https://services.google.com/fh/files/misc/handling healthcare data_uk.pdf, https://cloud.google.com/solutions/setting-up-a-hipaa-
aligned-project
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Summary of Consultation responses to question: Safe setting: How do we provide assurance that
Trusted Research Environments that make use of public cloud storage and computing are safe settings
and that data cannot be accessed by the hosting technology companies?

Manage public cloud providers by contract, reputation and physical controls (keys).

Require assurance at technical level for security standards; at systems level for robust ISMS
provision; at governance level in terms of data sharing agreements.

Require specific information controls including encryption at rest with key management segregation
so that the hosting company can be shown to be unable to access data.

Require all processes that generate keys derived from customer-managed keys be audited, with
alerting in place for unexpected access.

Apply permissions technology that couples data use(s) to data access.

Require transparency around service level agreement and support agreement, including the
conditions under which its employees would need to access encrypted volumes.

Examples provided included: Amazon AWS, Microsoft Azure and Google GCP all offer FIPS 140-2
compliant key management services backed by hardware security modules (HSMs); NHS Digital
"Health and Social Care Cloud Security - Good Practice Guide“*3; Intel's SGX secure compute
extensions; IGToolkit/DSPT, ISO27001, Cyber Essentials, Data Protection Impact Assessment (DPIA);
ONS / UKSA Accredited Processor.

Summary of Consultation responses to question: Safe setting: How is this [use of public cloud] best
explained to data custodians, researchers and the public and not just security experts?

Very strong support for shift to public cloud: recommendation to use NHS Digital's language to signal
a more positive attitude towards its use.

Cloud host should implement a layer of transparency to help assure public that public cloud solutions
are safe and well managed, making available its agreements, including the conditions under which its
employees would need to access encrypted volumes; publishing accreditation met, results of audits
and improvement plans/corrective action plans,.

Language used must be consistent and clear without assuming specialist or prior knowledge. Visual
representations can be a powerful and effective. Working with patients would help achieve this.
Clinicians are crucial stakeholders who should be included in efforts to consult with patients and the
public on the model being developed

Communicate clearly the benefits of public cloud platforms to research in terms of flexibility,
functionality, near-global accessibility and cost.

Rather than explain, demonstrate physical and logical controls with total transparency by walking
stakeholders through the process of data flow and access. Visits to UK facilities showing the physical
data flow from data ingestion, data landing and data processing.

4 https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-

shoring-and-the-use-of-public-cloud-services/
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Safe data

As well as all the controls outlined above, TREs should ensure that the data accessible to researchers within
the safe setting is proportionate to the approved project requirement, in line with GDPR requirements.
Processes to import data into the safe setting include de-identification to minimise the risk of accidental re-
identification of individuals. Best-of-breed de-identification and encryption, will replace the current ‘data
release’ approach to anonymisation that either increases privacy risks or negatively impacts research

"4 outside

analysis as a result of the anonymisation required to manage the risk of ‘jigsaw re-identification
of a TRE. These limitations are central to the need to move towards a TRE based model for future research

and innovation.

However, with the additional controls supported by the other “Safes” current conservative approaches to
linkage and data minimisation can be adjusted therefore opening up new research opportunities and
especially facilitating a more effective approach to hypothesis-generating research that has the potential
for public benefit. Environments such as GERE which implements a safe setting with strong implementation
of the other safes, allow researchers to analyse across the entire dataset, facilitating broad investigations of
genome/phenome relationships, multimorbidity effects etc.

Safe outputs

As outlined in Safe setting, TREs must implement a barrier (or “air lock”) between the safe setting
environment and the outside world to prevent unauthorised data export (or import). TREs must implement
processes and systems to allow approved data to cross this barrier. Systems require functionality to track
requests and decisions, supporting cycles of rejection and revision.

Current approaches to review requests to export summary data are based on manual review with typically
final release being governed by an oversight committee. This is a potential bottleneck and could be one of
the factors that will negatively impact the experience of a researcher moving from a locally hosted analysis
environment to a TRE. Work is therefore required to explore approaches to automation or partial
automation where the risks of disclosure can be adequately controlled. This will also be beneficial for the
data custodians to make management more scalable and sustainable. There are opportunities to establish a
network of TRE airlock managers to share expertise and develop consistent approaches to definition of safe
summary outputs.

4 Jigsaw re-identification is the ability to identify people using two or more different pieces of information from two or more sources of information
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Summary of Consultation responses to question: Safe outputs: How do we achieve a scalable and
trustworthy approach?

e Focus on simplicity and automation to enable scalability —the more manual the more potential for
error, inconsistency, and delay.
e Adopt holistic approach to output management: training of researchers and categorisation of
outputs which are safe or require further manual assessment.
e Aim at reaching point of trusting researchers and your system for assuring they are trustworthy.
e Develop ability to approve reusable output pipelines as safe rather than individual instances of
output data — output reviewers need to be appropriately trained.
e Consider tiered risk assessment — automated processes to scan outputs and classify asset and
associated risk. Low risk could be under control of Principal Investigator.
e Helpful if team in charge of data feed also responsible for checks to scan outputs.
e (Can be achieved with the right type of output policy and careful management of researchers’ needs.
o Safe egress of individual level data only to another TRE with equivalent level of security.
e Learn from ONS, UK Data Service, HMRC Datalab and GERC that already implement safe outputs for
their hundreds of researchers
e Implement controls for reputational risks as well as statistical disclosure.
e Consider different purposes: ONS identifies 3 distinct outputs:
o Pre-publication clearance
o Publication clearance
o Code file clearance

Safe return - Extending the Trusted Research Environment definition

While health data held within TREs is de-identified for most research purposes to guard against accidental
re-identification of individuals by researchers (safe data), there are differences as to whether it is
consented and/or technically possible to send individual analysis results back to the clinical setting that
originated the data and where identities are known. This will be for individual clinical care purposes and
invitations to participate in trials and other research projects.

For example, in the Genomics England case (see figure 1), there is ethical approval and patient consent to
pass analysis results for an individual generated in the research environment safe setting back to the
clinical setting for re-identification, evaluation and return for clinical care. These ‘outputs’ supplement the
results already generated by clinical analysis pipelines in the clinical setting. Given that the clinical analysis
pipelines only produce diagnostic results in 20-25% of cases, there is considerable clinical value in
additional individual diagnoses being proposed for undiagnosed patients from the research side. Making
this possible requires completely robust and certified data paths for individuals to ensure that a result
obtained in a research environment is always perfectly mapped back to that individual's clinical record.
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On the other hand, in the case of research cohorts such as UK Biobank, which does contain clinical health
data for each individual, there is no consent for return of results to individuals so a TRE based on UK
Biobank data would not allow this.

For TREs where return of results is possible, there can be multiple benefits. It may be only a part of the
research activity carried out within a TRE, but supporting this option has the potential of increasing the
convergence of research and clinical care, bringing researchers and clinicians closer together. It may also
provide an additional incentive to clinicians to ensure the clinical data they record is as complete as
possible if research use could result in additional clinical feedback.

Implementing such a return path in a way that ensures no reports are returned to the wrong individual
requires a trusted linkage service to manage the keys and for the receiving body to manage consent. There
was a split view on whether to consider this a separate safe or whether it should be treated as extension of
‘safe output’. There was, however, broad agreement that a tiered approach to TREs on a number of
dimensions should be considered and that this was only one part of functionality.

i
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Figure 1: Schematic example of a TRE+ environment. The Genomics England TRE operates as a safe setting
[green] that approved researchers (Safe people) can only access via a virtual desktop interface (VDI). Only
de-identified data is accessible by researchers (Safe data). Research is overseen by an Access Review
Committee (Safe projects). Only summary data can be exported from the TRE through an Airlock and only
after manual review (Safe output). Analysis of genome data requires High Performance Compute (HPC)
resources, however scaling HPC to meet the needs of large numbers of researchers is challenging. One
solution would be to also use public cloud resources; however, this would need to meet the security
requirements of Safe computing. In the Genomics England environment, the data accessed by researchers
is a de-identified version of real-world data being analysed to produce reports for clinical care [blue]. This
makes it possible to pass back research results that may be relevant for individual clinical care (Safe return).
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Summary of Consultation responses to question: Do you think this particular output [safe return]
should be considered a separate ‘safe’ and that this functionality would represent a TRE + model

e The Safe Return discussion needs to consider the patient safety implications and the associated use
of clinical risk management standards for both (i) manufacture and (ii) application and deployment
of health IT systems respectively (DCB0129 and DCB0160) to mitigate any safety concerns

e “Safe returns” is a fundamentally problematic notion that should be removed, and intent achieved
through existing and legitimate relationships

e We have been required by our customers to provide re-identification services as part of TRE
implementations as standard.

e The concept of 'Safe Return' is excellent, and much needed....[but] we think actually that it could
constitute an additional 'safe output.

e There should always be a secure way of communicating relevant research results to the data
custodians who submitted the data to the TRE, if the data is reversibly psuedonymised. It is their
decision on whether to act or not.

Researcher requirements for a TRE environment
and for data federation

Since the objective of setting up TREs is to enable research on health data at scale, it is important that the
implementation of the "Safes" as previously described do not unnecessarily restrict or slow down research
activity. As previously described, there are many advantages, such as in terms of trust, security and cost, of
providing a single controlled point of access to data through a TRE, however there are also risks of lower
research productivity if researcher concerns about difficulties of carrying out analysis within a TRE are not
addressed. For example, one legitimate researcher concern is that TREs have sufficient support staff and/or
sufficiently automated systems to ensure rapid import of data; installation of software and export of
summary results to minimise research delays. Other concerns may be less specific to TREs, such as the
current lack of expertise in deploying software in cloud environment. Training or support for researchers is
clearly needed to address this, but here TREs are not unique, just at the vanguard of adoption of public
cloud that will ultimately affect all researchers.

For this reason, engagement with researchers is critical. One of the six proposed follow-up work packages is
about enhancing research experience while minimising risks to privacy and the consultation included a
question specifically about functionality required:
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Summary of Consultation responses to question: User centred functionality: What is the minimum set
of analytical tools and functionality that a TRE must make available for researchers?

e Requirements for tools will be domain specific. This is where TREs can differentiate themselves

e Researcher engagement should not be limited to giving specifications. Researchers should be
embedded in the entire TRE environment development process.

e Key requirement for a TRE that seeks to provide a productive, highly usable analysis environment is a
smooth, fast process for reviewing, approving and provisioning new software and tooling within it.

e Open source scientific software is often not mature enough to run in cloud or hosting platforms
using standard security models (e.g. OAuth2) and data management (shared hosted disks, blob
stores). HDR UK could support funding software developers to make their tools more secure and
robust for use in TREs.

e TREs will benefit from being able to access large virtual machines, or virtual machines equipped with
graphical processing units.

e A benefit of TREs is ability to dial up computing power as needed, however mechanisms will be
required to manage spending.

Example tool requirements:

e Graphics tool, statistical tools (e.g., R, RStudio, Stata), Programming language (e.g. Python, Perl)

e Data Visualisation tool (e.g., Tableau), Data Integration tool

e Version control client for collaborative working, chat functionality.

e Browser, file compression, text editor, word processor, spreadsheet, presentation, PDF Reader

e SQL database (e.g., Postgres)

e For genetics: Workflow engines (e.g., nextflow, WDL), high-performance general-purpose compute
with APIs and CLIs

e Jupyter Notebooks for reproducible code

e Software services for data munging, stratification e.g., cohort browsers

e Access to package repositories (e.g., CRAN, PyPI, BioConductor, Conda) and fast process for approval
and installation.

A second related researcher concern is about being able to carry out analysis across multiple datasets when
the TRE model does not allow distribution of individual level data. When a second dataset can be
distributed (such as a research cohort) it may be possible to import that dataset into the TRE to carry out
analysis across the two datasets there. However, if the same restrictions apply to both datasets, then some
sort of federated analysis between multiple TREs will be required. In the case of researchers wanting to
carry out analysis across health system data from multiple countries it is likely that that most countries will
not allow individual level data to cross national boundaries (unless part of a research cohort) making
federation the likely future norm for this type of research.

The simplest form of federated analysis involves running analysis algorithms separately on the data held
within each TRE and then exporting resultant summary outputs (safe outputs) and combining them. Such

an approach is already used in cases where individual level data cannot be directly combined, such as meta-
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analysis of genome wide association studies. Similarly, there are approaches where TRE environments
provide programmatic interfaces that implement the summarisation rules of safe outputs, enabling
researchers to carry out limited types of federated queries remotely across multiple TREs without having to
install and run software on each. Implemented examples include the beacons network* developed by the
Global Alliance for Genomics and Health?®.

However, there are classes of experiment that may benefit from a tighter form of data federation or the
aggregation of datasets to allow linking within a single TRE or virtual TRE environment. One way of
supporting this is to build upon an accreditation process for TREs (see below) to establish a common model
of trust across a federation of TREs with common researcher identity. Not all TREs may implement the
requirements in this paper to the same level and therefore a potential asymmetric hierarchical model of
data flow may be required, ensuring that aggregated data is accessed in the safest environment across the
federation. This could build on experience from the security and defence sector?” and the implementation
of the Digital Economy Act which categorises two levels of processing covering preparation (including
linkage) and provision, and provision only.*

A move towards federated analytics and distributed Machine Learning will need to be underpinned by such
a federation of TREs. However, it is likely to be some time before this approach can be fully realised and in
the interim the default approach will need to be through data federation utilising techniques such as from
the HDR UK Sprint Project — “Graph-Based Data Federation for Healthcare Data Science”.* This would then
support the controlled transient aggregation and linkage of data across TREs to support data federation.
This will require auditability of data, secure transfer mechanism and controlled destruction of the transient
data in line with the requirements of ISO 27001.

There are many technical, governance and process issues connected with the development of systems to
support federation between TREs across the HDR Alliance and more broadly. For this reason, the final
proposed follow-up work package concerns this challenge.

Accreditation of TREs

This paper has outlined a proposed approach for TREs. However, for such an approach to be implemented,
it will need a widely accepted accreditation process that meets the requirements of data custodians,
regulatory bodies and patients and public representatives. At the same time, this will need to be achieved
without an excessive additional burden on the TRE who may already be undertaking other accreditation
standards.

4> https://beacon-network.org/

4 https://www.ga4gh.org/

47 E.g. https://www.commoncriteriaportal.org/

48 https://www.statisticsauthority.gov.uk/about-the-authority/better-useofdata-statistics-and-research/betterdataaccess-research/better-use-of-

data/list-of-accredited-processors-under-the-research-strand-of-the-digital-economy-act/

49 https://www.hdruk.ac.uk/projects/graph-based-data-federation-for-healthcare-data-science/
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Consensus is needed on who will provide accreditation, what is within scope (characteristics, processes,
personnel, etc.) and how this will build on existing frameworks such as ISO 27001°, the NHS Digital Data
Security and Protection Toolkit (DSPT)*?, and the UK Statistics Authority accreditation process that supports
implementation of the Digital Economy Act (DEA)*2.

Much work remains to be done in this area and there are challenges, such as the highly technical oversight
of security design and implementation required to support safe computing on public cloud.

Summary of Consultation responses to question: What approaches should be considered to assess that
TREs meet the characteristics required?

e Independent, 3rd party audit to a known, recognised standard, along with NHS DSP Toolkit audit.

e Some international standard with external audit - accreditation process must not inhibit
international collaboration.

e Rely on existing certification schemes.

e Scalability can be advanced by a national use case working group (UCWG) which documents the data
use case, the IG and technical spec once (do once, well and share principle)

e An application to demonstrate and provide evidence for how the TRE meets the criteria with review
and on-going audit to verify the information provided and explore areas of concern. The review and
audits would require a team with multi-disciplinary skills.

e Specific set of recommendations interpreting the current standards in health data context (e.g.,
approach taken in NHS Digital "Health and Social Care Cloud Security - Good Practice Guide )

e Self-certification with requirement to upload evidence.

e Examples

o Minimum: cyber essentials plus; 1ISO27001; NHS DSP Toolkit compliant

1ISO27001, HITRUST

Safe-Box - Safe-Haven

National Cyber Security Centre

ONS Digital Economy Act Accreditation

Maturity model approach (like HIMSS or Energy Rating)

Alan Turing Institute sensitivity tiers.>

5 Safes could be used as the accrediting framework

Combination of ISO 27001 (Information Security) and ISO 9001 (Quality) tailored with

inclusion of principles taken from both DCB0129 and DCB0160 (Clinical Safety Standards).

0O O 0O 0 0O O O O

50 https://www.iso.org/isoiec-27001-information-security.html
51 https://www.dsptoolkit.nhs.uk/
52 https://www.statisticsauthority.gov.uk/about-the-authority/better-useofdata-statistics-and-research/betterdataaccess-research/better-access-

to-data-for-research-information-for-processors/
53 Turing sensitivity tiers: pre-print paper https://arxiv.org/abs/1908.08737 poster https://doi.org/10.6084/m9.figshare.11815224 presentation:
https://doi.org/10.6084/m?9.figshare.11923644
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Summary of Consultation responses to question: Who should be the accrediting authority? How
should this be funded?

e Health Data Research UK or affiliated body (e.g., UK Health Data Research Alliance) x 5 mentions
e ONS / UK Statistics Authority x 4

e NHSx, NHS Digital x 2

e The Health Foundation

e ‘Existing independent body’

e Industry association e.g., Data Centre Alliance, DC Uptime Institute

e |MHRA

e UKRI to establish a multi-sector, cross-disciplinary function.

e Work with ISO to define an international standard [and market for external auditors]

e National body plus local responsibilities.

Funding?

e Organisation offering the TRE (x 4 mentions)

e UKRI

e Proportionate membership fee for one or more of data providers, research funders and TRE
providers

e UK Health Data Research Alliance or HDR-UK if low financial cost (higher in-kind burden)
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Communications, Engagement and Involvement

Public Trust

Central to the adoption of the ‘Five Safes’ approach is the need to earn, build and sustain public trust.
There is valid public concern over the control of data that is made available for research through data
release and on the limits of de-identification. Communications, engagement and involvement with the
public must be central to the Alliance’s proposed approach to move towards data access via TREs,
implement accreditation and support integration with the Health Data Research Innovation Gateway. This
disruptive change must respond to key public questions and concerns such that potential benefits from
health data research are achieved whilst protecting privacy.

Communications

The workstream will need to ensure that there are clear and tailored communications for all stakeholders.
This will need to address the questions and interests that are specific to the audience and the benefits that
will accrue from a robust TRE model for research on health data.

Public and Patients — Discussion needs to cover how the “Five Safes” augment de-identification, how this
approach ensures that data remains under the control of the data custodians and not passed to private
companies with the risk of use for unapproved purposes and that this will facilitate the UK as being the
place for safe and secure health data research. Specifically, this will also need to cover the controls in place
on data held in public cloud that ensures that the data cannot be accessed by the hosting organisation.
Transparency regarding use and benefit of the data will remain paramount.

Data Custodians — It needs to be assured that this will provide security for the data they manage and that it
remains within their controls and meets GDPR and Common Law Duty of Confidence requirements. They
will need to be able to support the approach to accreditation with confidence that this builds upon the data
management requirements of ISO 27001 and DSPT. This enhanced level of control, compared to the data
release model, should then encourage the data custodian to adjust their data access management
processes to facilitate quicker access to richer data given the reduced risk of inappropriate disclosure or
use.

Researchers and Innovators — It will need to be assured that their user experience has been considered in
the development of the requirements and that there is focus on a first-class research and innovation
experience. The workstream will need to address the concerns from this community that a TRE approach
will impact research efficiency. The communications will need to highlight other longer-term benefits such
as more rapid access to data and improved opportunities for linking data that has until now been restricted
due to the data custodians risk positions. A TRE model should also provide a more cost effective approach
to high scale compute and storage as environments move to a hybrid cloud model and the cloud providers’
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commercial models are refined to address some of the current issues for example around the costs of data
egress.>

TRE Service Providers — The proposed approach offers service providers significant opportunities. But with
these opportunities comes great responsibility to develop technical and governance systems that can
protect privacy whilst providing a world class analytical experience.

Funders — TREs offer funders of research a range of potential benefits. These include more efficient
research through improved utilisation of storage and compute resources; a proportionate approach to data
access requests based on all the five safes; and audit trails on provenance of research outputs and data
manipulation. This supports both transparency and replicability. These features may also benefit regulators.

Summary of Consultation responses to question: What questions might we want to ask of patients and
the public to enable an approach that builds public trust and helps develop a clear and engaging
narrative about the benefits of health data research at scale and privacy protection afforded by TREs
and the ‘five safes’?

e By being open and honest and facilitating genuine dialogue and not talking AT people

e By saying what you do and doing what you say you do, verifiably

e By being quick to tell the ICO / stakeholders when you make a mistake

e The use of a TRE is a small part of the business of building public trust - that research has a public
benefit is a bigger issue.

e Honesty requires that you also explain the risks of TREs, especially that they have the potential for
decreasing research productivity while not achieving substantive increases in data security.

e explaining benefits and addressing concerns in non-expert language and figures to be effective when
needing to build confidence with non-expert stakeholders

e Systems can be developed to provide individuals with a view on how their data contribution has
impacted specific research outcomes.

e Feedback to individuals through at home and mobile devices gives a feasible opt out route without
massive investment in re-consenting

e Exposure, transparency, and wider public engagement of the research taking place in these
environments.

e A go-to reference case as to the benefits of such environments that has wide publicity - that is what
we all collectively must aim for.

e Important to ensure that all these partnerships [with industry providers of software provision,
business analytics, computing infrastructure] are subject to rigorous public benefit assessments, with
clarity over why third-party providers are being chosen. E.g., uniquely well-placed to provide
technical expertise, scalable compute or some other necessary and specific resource.

e Business model of any commercial third party involved in setting up, managing or using this
infrastructure will need to be clear. Frequently asked question is “What’s in it for them?” As

>4 https://www.gartner.com/en/documents/3939969/the-art-of-taming-data-egress-charges-in-hybrid-and-publ
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prominent tech companies profit from brokering and selling data: this should not be the commercial
model for TRE partners if they are to be trusted with health data and this should be made explicit.

Example activities

e Opinion formers in society that might include broadcast and print journalists and vloggers

e Lay summaries and patient public engagement panels in the health research space a great practice

e Participant led forums in e.g. Innovative Medicines Initiative (IMI) programme, European prevention
of Alzheimer’s dementia (EPAD) and in the “#datasaveslives campaigns

e Diffusion of the benefits of data analysis on TREs through normal media channels e.g., targeted
communication pieces posted on the NHS website or through media channels

e Targeted messaging at the point of consumption e.g., posters on the scientific results achieved
thanks to the TREs in hospital wards and GP practices that are contributing data.

e Consulting Understanding Patient Data is a good place to begin

e COVID-19 response gives some good examples of how data processing in secure environments can
work

e Via bodies such as the NIHR PPl teams and Comms, UKRI, etc. Research charities, especially
Wellcome Trust; UPD; local charities.

e The Health Foundation has enlisted a PPIE (Public-Patient Involvement and Engagement) consultant
to finalise holistic strategy.

e Connected Health Cities Manchester undertook separate engagement activities with different
disease-specific patient communities in the local area

e (Citizens juries - this is what Connecting Health Cities did for its TREs (each TRE was different but
there were shared safeguards we checked ourselves against quarterly).

e We need a champion to do the PR, like Stephen Fry.
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Next steps

Through the responses received during the consultation on the draft Green Paper and the workshops

undertaken, we have identified the following six work packages that need to be put in place to support

implementation of the proposed approach to TREs. In addition to working across members of the UK

Health Data Research Alliance, including the health data research hubs, we also envisage working closely

with the stakeholders outlined:

1.

Consistent and proportionate accreditation of safe people. We intend to develop a shared set of
criteria for identifying different tiers of safe people working closely with ONS and the Accredited
Research Service and with MRC Regulatory Support Centre. This work package will also be developed
alongside the HDR UK training strategy and seek alignment with the Researcher Passport and the
GA4GH Passports and the Authorization and Authentication Infrastructure.

Consistent accreditation of safe settings. This work package will be carried out in close coordination
with ONS and the Digital Economy Act (DEA) Accredited Processor accreditation. UKRI and MRC
planned investments in trusted research environments. This work package will not replicate existing
accreditation approaches such as ISO 27001 or ONS accredited processor under the Digital Economy
Act. It will focus on the implications for safe settings of the use of public cloud computing. As such, it
will be important to work with cloud service providers as well as working across different sectors to
draw on lessons from across sectors such as Finance, Criminal Justice, and Security.

Involvement of public and patient representatives in the data access management decision making
process, with transparency of use, outcomes, and impact. This work package is already underway as
part of the Innovation Gateway development of the data access management module. This work
package is aiming to harmonise approaches to data access request across all different data custodians
with a particular focus on those operating through TREs. This work includes consideration of public,
patient and practitioner engagement and involvement in the decision-making associated with data
access and the operating of TREs. Engagement with HDR UK Public Advisory Board, Understanding
Patient Data and Use My Data and PPI groups of existing TRE operators will help guide this work.
Improved lay explanations of the design and functioning of TREs. Essential to effective communication
and engagement is improved lay explanations and figures to explain the current situation and the
proposed developments. Again, key stakeholders include HDR UK Public Advisory Board, Use My Data,
Understand Patient Data, Association of Medical Research Charities and existing TRE operators. This
work packages also picks up how information about TREs is represented on the Innovation Gateway.
We will look to build on the work carried out by one London in their consultation on use of patient
data.

Enhancing the researcher experience whilst minimising risks to privacy. User centred design must be
adopted across the work packages. It is important that this includes academic, industry and NHS
researchers and the service catalogue for TREs developed accordingly. Consideration will also be given
to how researchers can provide objective feedback related to their experience operating within a TRE.
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6. Addressing the technical, governance and process challenges of federating TREs. As outlined above,
there are a range of challenges to address. This work package will need the engagement of existing TRE
operators, data custodians, cloud service providers and researchers.
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Appendix A: Consultation Questions

This document outlines the position on the characteristics required for TREs to support safe and ethical

research using health data assets from data custodians within the Alliance. Set out below are the questions
used to seek input to guide the development of this approach, to understand the level of support and to
identify particular concerns.

Safe people: How do we accredit researchers in a way that can support academia, NHS and
industry (large and small, UK-based and beyond) to achieve the vision that every health and care
interaction and research endeavour will be enhanced by access to large scale data and advanced
analytics? What can we learn from the ONS Approved Researcher Scheme and other similar
approaches??®

Safe setting: How do we ensure that a move to including TREs based on hybrid/public cloud
ensures that data remains safe and cannot be accessed by the hosting technology companies? How
is this best explained to data custodians, researchers and the public and not just security experts?
Safe outputs: How do we achieve a scalable and trustworthy approach to safe outputs? Should
Safe Return be considered a separate 'safe' and represent a TRE + model?

User centred functionality: What is the minimum set of analytical tools and functionality that a TRE
must make available for researchers?

Accreditation: What approaches should be considered to assess that TREs meet the characteristics
required? Who should be the accrediting authority — and how should this be funded?

Public trust: How can we engage patients and the public to demonstrate the benefits of health data
research and build public trust around the use of trusted research environments for research and
innovation at scale?'

55 https://www.ons.gov.uk/aboutus/whatwedo/statistics/requestingstatistics/approvedresearcherscheme
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Appendix B: Summary of changes to document

The following changes have been made to the draft document that was used for the consultation between
30 Apr and 26 May 20.

Executive summary:

e Confirmation of statement regarding direction of travel on TREs

e Addition of section on concerns and risks

e Addition of additional example TREs, including those established during COVID-19
e Addition of areas for further work

Status of document
e Updated with consultation details
Overview

e Rewording of purpose to reflect changes in document and clarification on language
e Minor rewording to reflect need to mitigate risk of reduction in research productivity

Case for TREs
e Addition of key points from one London citizen summit
Requirements for a trusted research environment
e Minor rewording to improve structure
Safe people

e Addition of clarification regarding approved projects, non-standard backgrounds, ONS research
accreditation service
e Addition of summary of consultation responses to safe people question

Safe projects

e Addition of point regarding innovation gateway data access management module development
e Addition of reference to Foundation of Fairness report
e Additional point regarding transparency

Safe setting
e Re-wording to extend bullet points related to minimum requirements of safe setting
Safe computing

e Addition of point regarding the public cloud being the future default

e Addition of summary of consultation responses to questions on safe setting
30





N 1
UK Health Data
Research Alliance

L -

Safe data

e Rewarding to reflect specific feedback from consultation and improve clarity
Safe outputs

e Addition of summary of consultation responses to question on safe outputs
Safe return

e Addition of point regarding linkage and summary of consultation responses to question About safe
return

Research requirements for a TRE and data federation

e Change of title to emphasise importance of research requirements

e Additional text to address concerns regarding reduction in Researcher productivity raised during
consultation

e Summary of consultation responses to question regarding user centred functionality

e Additional text related to dataset federation and requirement for further work

Accreditation of TREs

e Minor rewording and addition of summary of consultation responses to questions related to TRE
accreditation

Communications engagement and involvement

e Addition of summary of consultation responses to question regarding patient and public
engagement

Next steps
o Addition of new section outlining the six work packages required take the work forward
Appendix A

e Move of consultation questions to appendix
e Deletion of Appendix related to other alliance workstreams as covered within main document body
of document
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Integrated Care System

North East & North Cumbria

ﬁ)igital technology has changed our lives beyond recognition
in the last twenty years or so, yet, whilst we frequently
manage our financial affairs, retail and leisure time online, we
have yet to fully exploit the benefits digital technology can
bring to the health and care system.

Digital technology has the potential to not only address many
of the issues in the health and care system for the North East
and North Cumbria, but it can also be used to help prevent ill
health in the first place and potentially help to identify at risk
people/patients, before they become unwell.

We recognise the tremendous benefits digital technology can
bring when implemented well. Often the barriers to good
implementation are around processes which do not work for
the people involved. Therefore, we must balance processes,
people and the technology for the best possible outcomes for
the people of our region.

As a region, we have an ethos of continuous improvement;
through our strong collaborative approaches, we reflect upon,
and share successes, as well as learning from failure in order
to move forward together. We will develop digital enabled
heath and care services around the needs of our patients,
public and our health and care practitioners. This approach
will enable seamless interactions with the health and care
system across the North East and North Cumbria.

Over recent years we have been laying down the solid

foundations on which to build these digital services — to help

us meet both the technical challenge of linking complex

systems together, putting in the right infrastructure, standards
\and security measures.

With the emergence of new digital systems and services, sucm
as; Cloud, standards based interoperability, Robotic Process
Automation, Machine Learning and Artificial Intelligence
(including security by design), we will support and equip our
workforce to be ready to embrace these digital opportunities.

We have a long history of working together and developing, or
re-purposing a range of digital solutions, we have fast tracked
how we communicate with staff and patients - which has been
vital as we have responded to the COVID-19 pandemic, on that
point, we would like to thank our digital programme manager —
Maria Williams, who coordinated the production of this new
digital strategy during the peak of the first wave, the production
and collaboration being virtual and digitally enabled, a great
example of People, Process and Technology working together
across the North East and North Cumbria.

Our region is working collaboratively; sharing lessons and best
practices while seeking citizen and patient input — to deliver
seamless and cost-effective care to achieve the best health

outcomes for the 3.2million people of the
North East and North Cumbria.

?»  Alan Foster MBE [DN: Local Authority co-signatory]
l NENC ICS Lead Executive
. Officer

Dr Mark Dornan
NENC ICS Digital Care Programme
SRO

Prof Graham Evans
NENC ICS Chief Digital Officer






ICS

Integrated Care System

North East & North Cumbria

Foreword

‘Our Vision
OContext

' Our Themes

OThe Essentials
. Improving

JConnecting

. Empowering

Learning

,What this means
Governance &
O Accountability
Our Roadmap
& The Future

KKAD

Back Start Next

Page 3

Our Vision

Leaders and professionals from around the region have collaborated to describe the shared vision for the
North East and North Cumbria ICS Digital Care Programme, to create a connected health and care system:

To enable the delivery of high quality,
easily accessible and efficient health
and care services, to people of the
North East and North Cumbria through
digital solutions.

This strategy for digital care sits within the wider developing ambition of the North East and North Cumbria
ICS, and its vision, aims, objectives and operating principles.

Our digital strategy is fundamentally about delivery and transformation, and as such, this requires all parts of
our health and care system to be fully aligned and in agreement. In order to make this happen, it requires

senior leadership from all parts of the health and care system to support the vision, aims and objectives, and
make the vision a reality.

Vision without action is merely a dream. Action without vision just passes the time.
Vision with action can change the world.
- Joel Barker

HOW CAN TECHNOLOGY HELP?

A digital animation will be available to provide an overview of this Strategy
and will be published on the North East and North Cumbria ICS Website.
https://nhsjoinourjourney.org.uk/
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Tory Context o

Integrated Care System National context We are the NHS: People ]

NorhEastaNothcumbiia | |0 January 2019, NHS England published the NHS Long Term i Plan 2020/21 — action for
Plan that sets out how the NHS should invest to deliver the best : us all, along with Our

) Foreword results for patients and citizens. The NHS in England was asked : People Promise, sets out
to: : what NHS people can
.Our Vision * Develop a new service model for the 215t Century that boosts : expect from their leaders
‘out-of-hospital’ care. It will provide a new health and care offer : 3nq from each other.
OContext of urgent community response and recovery support whilst Elt includes specific commitments around:

establishing primary care networks of local GP practices, social : Looking after our neoble — with
care provision and community teams. It will guarantee support : 9 peop

our Themes to people living in care homes and also support people to age : quality health and wellbeing support for
_ well. : everyone
QThe Essentals ., Reduce pressure on emergency hospital services by improving i B€onging in the NHS —with a
_ pre-hospital urgent care, reforming hospital emergency care : particular focus on tackling the
. Improving and cutting delays in patients being able to go home. :  discrimination that some staff face
Connect - Enable people to have more control over their ms | i+ New ways of working and delivering
j~onnecting own health and more personalised care when nwswene |1 CAre —making effective use of the full
_ they need it. i range of our people’s skills and
‘ Empowering . pevelop digitally-enabled primary and outpatient | % @ :  experience
_ care, which will become mainstream across the ~<~‘ o i+ Growing for the future — how we
Learning NHS. \ﬁ i recruit and keep our people, and
* Ensure that NHS organisations will increasingly ,,‘ . welcome back colleagues who want to
What this means  focus on population health — moving to Integrated [

............................................................................

Care Systems everywhere.

Governance &

QAccountability The Integrating Care — “Next steps to building strong and effective integrated care systems across England’,
Our Roadmap document sets out a range of data and digital aspirations, this digital strategy addresses a significant
& The Euture proportion of these ambitions, a summary of our approach can be seen on page 23 of this strategy.

Od "

NHSX is helping to shape the strategic thinking related to digital systems and services, :

aiming to create the most advanced health and care service in the world to diagnose :

<z X diseases earlier, free up staff time and empower patients to take greater control of their :
= Start Next m own healthcare. Previously responsibility for digital, data and tech was split across multiple
agencies, teams and organisations. NHSX is changing this by bringing together all the :

Page 4 :_ levers of policy, implementation and change for the first time. '

...................................................................................................................................................................................................
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Context

Regional context

One of the central ambitions of the NHS Long Term Plan is to introduce “a pragmatic and practical way of
delivering the ftriple integration’ of primary and specialist care, physical and mental health services, and
health with social care” through the establishment of Integrated Care Systems (ICS). The aim of an ICS is to
bring together local organisations to redesign care and improve population health, creating shared
leadership and action.

The North East and North Cumbria Integrated Care System is the largest ICS in England, serving a
population of around 3.2 million citizens. Our ICS is made up of four sub-regional footprints, known as
Integrated Care Partnerships (ICPs).

...........................................
" .

{ By sharing resources,

Groups (CCGr)

ICP - poputation: 1,078,500 . developing our
s ol Comiioing + Sovtondrer 08 : workforce and making

: better use of

: technology, our

: ambition is to

: significantly improve
i : the health and
e 597,000, : wellbeing of people in
ko O et : all of our communities,
s : through the provision
A St et pk e : of safe and sustainable
EIT R O ot e : services and the
v 5 preventlon of ill health.

B
.............................................

North Cumbria ICP - population: 325,700
¢

1045 Clioncal Comminsioning

We are designing services that meet the needs of individuals, helping people to stay well and avoid
unnecessary stays in hospital. We will achieve this by working alongside our communities and through our
staff, and by collaborating across organisations. As an integrated care system, we need to transform
population health and deal much more effectively with the operational challenges we face on a day to day
basis.

Whilst this digital strategy outlines our broad direction of travel and key priorities, we need to
acknowledge that the health and care landscape is continually changing, and as such, we will need
to reflect and iterate the strategy and associated delivery plans as time progresses.





ic s Context

el Regional context VOICES TO

THE TABLE
North East & North Cumbria

Our organisations and partners....

Foreword

Qo o healthwatch
Over 400 b CGG tglshead
; Great North ounci
O Context R CP Practices & P Care Record e
o0
S e o s
ity Counci . R South Tyneside and Sunderlan
our Themes KY m i\]CWCGg.EdC: ﬁﬁ South Tees Hospitals "5 Foundstion Trust
/ ! !!:Ei ity Councl NHS Foundation Trust
Newcastle Gateshead
Clinical Commissioning Group m m
The Essentials [IVHS | N & popor  Digital Sunderland County Counci
A |an'::r§2f?§; [ \' INFORMATICS Clinical Commissioning Group
u Vi R
NHS Foundation Trust S The Newcastle upon Tyne Hospitals [INHS |
. Improving 4 NHS Foundation Trust INHS|
533) .
2> S ¥QWoarunGTon [T lorth Tees and Hastiepo
i&gg!g’fggm"rees M YW i EoroucH counci o MiddleSbII'OLul gh —
. ) NHS Foundation Trust moving forwar
Connectlng Health Education North East 7
INHS| Academic Health @ North of England Tees Valley
£ . Hambleton, Richmondshire ScienceAI_\Ale_t\ivo_rk Commissioning Support Unit Clinical Commissioning Group Northumber.land
mpowering et WY S 7 couny Counel

INHS | Health
m m North Tyneside Call

L i North Cumbria County Counc  Clinical Commissioning Group Northumberland
eamlng Clinical Commissioning Group

. Clinical Commissioning Group
m - T m North Tyneside Council
South Tyneside
County Durham 6 Universities Clinical Commissioning Group o & CLg), NHS England and NHS Improvement
. and Darlington 92 &
What this means 3

NHS Foundation Trust

7,
northern £ E D
Governance & [NHS | m cancer B\ INHS|
Accountabil Ity mg:;g:&’gg?e . fgrn?nfsyggﬂqugim YGH O Cumbria, No_ll_;::r::sr‘l’ere\ad;
NHS Foundation m ! !l : I a NHS Foundation Trust
Our Roadmap @ II;IOIR'\(ﬁLhEt:%UoNglLL Tees, Esk and Wear Valleys
& The Future NHS Foundation Trust

Northumbria Healthcare
NHS Foundation Trust

CREATE A
COLLECTIVE INNOVATION

KD
& 4 D
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ICS Our Themes

s Our Strategy focusses on five key inter-linked Themes to deliver our Vision..

Improving
Continuing to
Advance & Innovate

O Foreword

‘ Our Vision

O Context

‘ Our Themes

OThe Essentials

. Improving

OConnecting

‘ Empowering Getting the
Basics Right

Q Learning -

‘What this means

Governance &
Accountability

Our Roadmap
. & The Future

P

The
Essentials

Learning
Using the Power
of our Past &
Present to Deliver

Empowering the Future
ringin o
Personalised Care
@/ﬁ\, Closer to Home
Back Start Next - w
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o The Essentials
ICS

Getting the Basics Right (YR REL E SIS Rue R Rl ae)
together using shared approaches, we can

Integrated Care System

North East & North Gumbria safely move forward on our digital journey.

Foreword . )
T Our citizens know their health
‘OurVision Z We Will..... and care information is held
' . . securely and managed
. Adhere to and implement national standards, appropriately
Ocome“ : government best practice and guidance. '
) Our Themes Provide assurances to our citizens and each other Health and care professionals
. that our infrastructures are safe, strong and )
: _ . will have safe, secure and
OThe Essentials : S€CUre; through vvprkmg together to develop and reliable technology, and this
- _agreea set of regional standards. skills to use these digital tools.
‘ Improving . Collectively design our infrastructures and systems o ,
_ © to improve flexibility, cross-system working and Our organisations will take all
JConnecting - movement of staff. Upskilling our workforce in necessary steps and
. parallel along our journey. precautions to protect not only
. Empowering : their own organisational data
. Continually achieve at least minimum national and infrastructure, but also
Learning . cyber security standards and work together as a those of the broader ICS.

region to identify and combat potential cyber-

\What this means  : attacks. Our ICS will benefit from

Governance & :  Reduce complexity, duplication and costs; using system-wide safe, reliable,
Accountabilty : gyr collective purchasing power to get the best flexible digital infrastructures.
Our Roadmap i value for money.

& The Future - — —
Standardise and join our digital systems to release

. more time to deliver care and improve safety.

. .
.
g
.. o
o K
. .
@ ) ....................................................................................................

Back Start Next
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The Essentials
Getting the Basics Right

ICS

Integrated Care System

Because we had the basics right, we
were able to respond at pace to the
COVID-19 Pandemic.

We worked together to solve
new problems; delivering
digital solutions to our region.

North East & North Cumbria

Foreword

.Our Vision
OContext

' Our Themes

OThe Essentials

.........................................................................................
. .

What we’ve already done...

: We have learned lessons from the WannaCry :
: cyber-attack in May 2017. There have been :
. several NHS initiatives which have all increased :
: our ability to withstand future attacks. We have : : | gcal

: _ P authorities and health working in
- deployed new security arrangements across the : : information security have been sharing alerts :

: whole regional health and care digital estate and : | a5 experiences since 2013.
- are continually assessing our digital security. P

. "

- Information Security for the North East - the North

. Improving

JConnecting

‘ Empowering

Our individual organisations are collaborating, © East's public sector WARP (Warning, Advice and :

- considering others and working as a joined up : | Reporting Point)- currently brings together all 12

. system to strengthen our capabilities to interact o
: over secure digital infrastructures.

............................................................................................

: north east councils with colleagues from local NHS
/ : organisations, Foundation Trusts, NHS Counter :

. Fraud Authority and NHS Blood and Transplant.

...............................................................................................

Learning We’ve worked together to

implement a regional
Cyber Response

Approach, ensuring all
organisations follow an &
appropriate methodology that

---------------------------------------------------------------------------------------
. .,
o,

g':Free public
| WiFi

H - o
: We're providing o |

_What this means

Governance &
Accountability

Our Roadmap

& The Future : free WiFiinour o
focusses equally upon ¢ public buildings, C — :
: to help our — H:i i
A People, Process and Technology. : citizens to stay
@ (2) ) : connected.... | I::::: IlN | v
Back Start Next : TT111 i

Page 9





Improving

o
I cs Continuing to Advance & Innovate

Integrated Care System

North East & North Cumbria

Foreword

‘Our Vision

Ouir citizens will have access to
the Iatest d|g|tal health and Cal’e T, .

OContext options. We Will..... !
: > Take the necessary steps to ensure that all parts of the :

Our Themes We’'re enhancing digital i system reach the required level of maturity so we can

| abilities for our ICS, our i  create a truly integrated system. :

OThe Essentials
‘ Improving

people, our citizens and our - \work with colleagues from across our region and :
health and care organisations; :  gyencies such as Health Education England, to create a
through having access to the workforce that have the skills and confidence to use new :
latest digital technology technologies and to digitally enable patients on supported

)Connecting options available. self-management tools.
.Empowering Our workforce will learn new : > Enable a digitally flexible system, that maximises and :
skills, achieving individual :  exploits economies of scale; to transform health and care
Learning personal growth while i services; creating value for money through collaboration :
allowing us to flex and i and convergence. :
|What this means respond as a region. : > Continually measure and raise the digital maturity bar to :
Governance & i transform as, in system terms, “we will only be as good :
Accountability @ i asthe weakest link”. :
Our Roadmap e & : > Facilitate staff agile working and seamless movement :
& The Future : :

across our region.

Advance

Digital Q' % st nnsr,

4 Maturity *.. : Wewill work to improve the systems we i .
@ /ﬁ\ ) : havein place to make services more
Back Start Next L W Adopt : useable, useful and used. :
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Improving

o
Ics Continuing to Advance & Innovate

Integrated Care System =

North Eact & Morth Gumbrie “E'—E_H T T
= | . : ) L :
) Foreword : 1\ " Our workforce design principles centre around: :
\ / [ :
‘Our Vision _T 3 /;’\ /" \ / \ : » Recognising that an emerging part of the workforce will
[f I / ) w1 : be:
I \ / \ 1 v d L : . .
OContext ~ y v - : o Members of the public choosing self-management of
‘I‘-k'----‘--&---!---%---(---&--(III&I-. : theircareneeds_

o Care home and third sector staff.
o First responders such as fire and police and risk
: assessors in the community
.+ Designing and delivering models that are not based on
. organisational boundaries or only around health and care :
sector digital networks. :

Our Themes

OThe Essentials
‘ Improving

What we’ve already done...

We've implemented new ways of working
that can be summarised as “not doing the
same things better, but perhaps doing
better things”.

)Connecting . . -+ Building upon the foundations of delivering care closer to :
We have .ra}pldly dehverg:-d and adopt.e.d. - home using digital technology and infrastructure to
‘ Empowering range .Of digital technologies and capapllltlgs : enable a true ‘shift of the point of care delivery’.
that will enable our workforce to function in = : : o i
more mobile and adile wavs .+ Actively facilitating and promote learning between
Learning g ys. . clinicians, care professionals and back-office staff.

© « Establishing learning and education; systems, services
:  and networks and promoting engagement and uptake.
.« Enhancing recruitment through the development of
:innovative working practices, new roles and

. relationships.

: »+ Recognising that digital health and care services require
. a significant mind-set change

We have successfully secured and
channelled funding to organisations within
our region, to improve their digital maturity.

What this means
Governance &

O Accountability
Our Roadmap
& The Future

KKAD

Back Start Next

In the future, there needs to be a further
acknowledgement and recognition of how
the system can help and support those
organisations that are less digitally mature
than others in order to help raise their digital

and the right skills to enable -
maturity levels as quickly and efficiently as health and care professionals to E
possible.

. support personalised self-care. \ /
.---------------------------------------’ i S R R :
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A

o

- We Will.....

P>

Connecting
Linking the Region & Beyond

Through continuing to connect the region’s health and care
digital systems and through secure sharing of information,
we are improving the quality and safety of care.

Continue to connect the region’s health and care digital
systems together, using the latest technologies, while
building in ‘privacy by design’.

Expand the Great North Care Record, making more information more widely
available and accessible across our health and care system; to support
frontline care, individual self-management, planning and research.

Explore opportunities to allow information sharing beyond our regional
boundaries.

Deliver digitally enabled diagnostic services (i.e. Pathology and Radiology) to
improve our region’s diagnostic services; providing

a platform and capability for securely sharing diagnostic
images and reports; transforming the speed of delivery
as well as the quality of care provided.

Digitally empower individuals to access and add to their information; helping
manage their own care using the Great North Care Record through the NHS
App. - Working closely with self-management tools, including those created
by Health Call, patients with certain healthcare conditions will be able to input
their own readings and information is hosted in one place.

Create ‘Digital health and care teams’ with skills and competence to use the
latest platforms and technologies to make it happen.

Work with Maternity Services to digitise maternity records.

.............................................................................................................................................

\in their care.

Ouir citizens’

experiences of health
and care are being
improved through the
safe sharing of
information with the
professionals involved

(Health and care
professionals have
access to Sy
information about 7/’
the people they
treat. As well as
skills and
competence to use
digital tools and
services

\ appropriately. y






Connecting
Llﬂklng the Region & Beyond ‘ “‘As an active type 1 diabetic

and a carer, | think that
health and social care
information is like a giant
jigsaw puzzle. The trouble is
nobody ever looks at the
image on the box. As a
patient | want to help to put
all the pieces together.”

ICS

Integrated Care System

North East & North Cumbria

Py
oot N e— \
.Our Vision i We have...

...a fantastic track record in the North East and North Cumbria

OCOnteXt - for digital innovation in health and social care. We are used to working Bruce, a patient from
. collaboratively and we have already delivered a great many examples of © Darlington
Our Themes . digital solutions. Since the early 2000s we’ve built on our successes to P
© continuously improve and learn. . "Being able to access a
_ : patient's GP record means
OThe Essentials _: _.implemented information sharing at scale and pace across the region | that | have more information
_ . with the Great North Care Record; setting the b : to make an informed decision
. Improving . social and cultural foundations required for gﬁg%ggﬁ‘d . about the most appropriate
- sharing health and care information. < . care for the people | treat.”
Connecting : . . L :  Dr Phil Stamp, A&E
/ . ...worked through the information governance, legal and ethical issues © Consultant. Northumbria
. - around safe data sharing and access to care records; installing the building Health ’NHS
Empowering : : Healthcare
. blocks needed to move to the next phase of the programme. . ‘' Foundation Trust
Learning ...engaged with over 200,000 patients using : _
care pathway specific components of . "Being able to access
_ : HealthCall. : medication information
What this means : . quickly and safely using
Governance & ...gathered extensive research and insight from: the Great North Care
O Accountability our public, academics and digital leaders to . Record is really useful. It
: shape our approach. . means | don’t have to ring
Our Road - . ,
o oacmap ‘, - their GP and | can find out

& The Future i i
...created a regional network of dedicated exactly what my patients

professionals who are working together to have been prescribed and
make our vision real. . what dosage.”
<z /ﬁ\ ) ...given health and care professionals the tools : éaren He.rtwlifk“’. _ ’ ’
Back Start Next to collaborate and connect online; creating . Community Palliative

: " for th ion 1o ° K , Care Nurse specialist
Page 13 more options for the region to ‘work as one’.

.........................................................................................................................................



https://www.greatnorthcarerecord.org.uk/



Empowering

Bringing Personalised Care Closer to Home

ICS

Integrated Care System

By using digital technologies where appropriate, we will

North East & North Cumbria

empower people to be partners in their own health and

Foreword care needs.

Our Vision (" . )
There are many cases of good practice relating

to telehealth and telecare across our region
predominantly within our local authorities.

Context

Citizens will feel more
involved in their care and
will have a range of digital
options to help manage
their own conditions care

Our Themes

Whilst many of these services started with
The Essentials | P@SiC_monitoring and alarm functionality, the
adoption of assistive technologies is now in

1oL JOl 10 e

Improving widespread use and growing, including needs.
technologies such as; cloud-based intelligent
Connecting | Personal assistants, smart home technologies | CCWEEC
and digital health services, such as the Health | -~ ™
Empowering Call platform. i
: ...develop a ‘toolbox’ of digital tools, making those
Learning Health Call is a collaboration of hospital trusts i tools as widely available as possible (where
' across the region. Health Call supports NHS i appropriate) and looking at how we can help people to
.What this means| Organisations to design, develop and : develop the necessary skills to make best use of the
Governance & implement digital health services at speed; digital tools/technologies available to them.
Accountability | @llowing patients to self-test and record their : ...explore further enhancement of the use of assistive
own health readings and help them to interact : technologies for Mental Health and Learning
Our Roadmap - . . P iy
& The Fuure  \ digitally with their care team. ) i Disabilities.

: ...find new ways to reduce digital exclusion — through

i applying ‘satellite services’ principles

i for our citizens.

i ...look at how we can include Health and
Justice colleagues.

KKAD

Back Start Next
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®
i
=]
i What we’ve already 1
Edone". 1

- By working together with the Health
: Call programme,

develop new digital solutions, to
help manage specific conditions and
pathways of care.

We've introduced assistive and

: conditions

: to better manage those conditions ‘/ :
: and remain living independently \'

in the community for longer.

In  responding
pandemic, we very quickly enabled :
: new ways for our citizens to interact
: and communicate with their health

: and care professionals through

: online and video consultation :

: technologies.
& We've supported our Care :
. Homes through during the : :
: pandemic. } :

reglonal_ hQSp'tal : | The National Strategy specifies that Trusts should implement :
trusts have and are continuing to : :

: monitoring technologies, that enable
: residents with health and social care : :

to the COVID-19 : :

Empowering

Bringing Personalised Care Closer to Home

..............................................................................................................
o e

The NHS Long-Term Plan outlines how people will be
: empowered by utilising digital solutions to access information :
: and support to manage their diseases. :

: Low risk cancer patients who are stratified to self-managed
. pathways of care will be supported by such digital solutions. '

: remote monitoring surveillance as part of a support package. :
: The initial pathways of care to be implemented by 2021 are :
- Breast, Colorectal and Prostate cancer pathways, with other :

: i cancer types where clinically appropriate by 2023.

cure online portal that supports

Asecur
patients that

may not have smartphanes.

In the future, speech recognition
(ke Alexa / Sir to allow patients
toi

D
i

-
Health Call
. Digital transformation is high on the Northern Cancer Alliance

- agenda. Digital improvement is to be integrated into all cancer :
. projects from earlier and faster diagnostics, through to :

- : personalised care and remote monitoring for patients.

northern :
cancer
alliance

The Northern Cancer Alliance are working with HealthCall to
: introduce new ways for interaction in cancer pathways of care :
: and are looking to the future, to create opportunities to test :

emerging technologies such as artificial intelligence, to support :
»,our shared aim to improve outcomes for patients. g

N
0 .
.............................................................................................................
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> Robotics
_ _ CeeCe®eO
> Machine Learning G B e D e o
> Population Health Management . ®¢0e00
............................................................................................. O O O . O
| CeO0O0e

Learning

Using the Power of our Past & Present to Deliver the Future

Through the use of reliable, up-to-date information, data
and research we can proactively respond to the needs of

our population.

- We Will.....

: > ...enable the NENC ICS to be as responsive and responsible as possible;

enabling the system to best respond to the needs of the population in our
area.

> ...acknowledge the quality of data must be implicit and embed an ethos of

‘get it right first time’.

> ...adopt an agile approach in the gathering of accurate, timely and

appropriate levels of data for risk stratification, planning and prediction; to
anticipate and inform better decision making.

> ...drive forward with next generation technologies.
> ...keep up-to-date and acknowledge rapidly evolving technologies. — We will

look to developing a toolbox of capabilities including:
> Artificial Intelligence
> Genomics

........

Our ICS will :
have the latest
data
and {;,./ §
information
to predict, plan
and respond to
the health and
care needs of

. our citizens.

0 o
......................................

SYSTEMATIC COLLABORATION

1

>
=3,

-
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Integrated Care System

North East & North Cumbria

Foreword

.0
‘Our Vision
OContext

Our Themes

.

Learning

Using the Power of our Past & Present to Deliver the Future

What we’re doing...

: We’re building a Patient

: Engagement Platform (PEP),
which is a component of and

. will link to the Great North Care

- Record.

OThe Essentials
‘ Improving

: PEP will work with the NHS
: App and will give people living
. Or receiving treatment in the

: North East and North Cumbria

JConnecting

‘ Empowering

Learning

: a way of digitally interacting
: with health and social
. services.

! The PEP will build on the

care

: capability within the NHS App

)What this means:

Governance & =
O Accountability

Our Roadmap
& The Future

and offer more functionality.

Initially citizens using services

= in our region will be able to:
: * Receive and manage their

hospital appointments

-+ Receive clinical

@ﬁ)é

Back Start Next
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correspondence
electronically

» Set their correspondence
and sharing preferences

.......
. 2\

Population Health Management (PHM)

A PHM approach uses all of the data available for a defined
geographical area to understand the health and care needs of the
population, and make data-driven decisions about services provided.

By unlocking the insight within the vast amount of data we have, we
will continue to learn and improve our services to our populations.

We are further developing the PHM data store to include

more joined up data securely stored within dedicated
analytics environments which are strictly protected to ensure 2
confidentiality. This data is then accessible to health and _.
care organisations through the use of business intelligence

tools.

Trusted Research Environment (TRE)
The TRE provides approved analysts from a range of sectors secure
access to analytical tools and common healthcare data for defined
projects, focussing on local healthcare needs.

A regional strategy will be produced describing how a TRE
collaborative is developed utilising current regional assets, such as
the PHM data store and PEP public preferences. The strategy will
position the NENC for future collaboration with other regions and with
industry.

The strength of the GNCR TRE will be the collaboration harnessing
the range of skills and knowledge in our six universities and
healthcare partners, focussing on NENC priorities for the benefit of

= *our population.

.....
......................................................................................................................
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“My experience of health
and care is improved as |
don’t have to keep
repeating the same
information. There are
fewer appointments and
delays to my care.”

‘I can setmy
communication
and sharing
preferences.”

“l can book, cancel
and manage my GP

and hospital
appointment online.”

our citizens

“l know my information
is stored securely and
only shared when and
where it is needed.”

“| feel more
empowered
and involved

“I have a choice to

in my care.” consultations when |
need them.”
“l can use
assistive
technology to | | I can use my own
manage my | | device to manage
care.” my care..”

book online and video

“I can manage my own conditions
better because | have access to
more information.”

For our places

“We can design
services suited to our
local population,
based on insights
from the data, and our
experience of working
in our community.”

his means......

ICS Mkl

..for our organisations and staff

“Reduction in
the duplication
of work for staff.”

“Happier, more

Digitally mature™ || \icfied staff.”

“Improved
patient
experience and
outcomes.”

“More cost effective
and efficient services.”

“Targeted interventions
and care that meets
people’s health and
care need.”

“Through seeing more
information sources to
support decision making, |
know | am making safe
decisions..”

“Less time wasted
searching for information
about patients.”

For our ICPs
(Integrated Care Partnerships)

For our ICS
(Integrated Care System)

“Working in a digitally
connected health and care
partnership, will enable staff to
become more mobile and
agile, and patients will receive
more integrated and joined-up
health and care services”

“Patients are not restrlcted to
geographic boundaries for their health
and care services, interoperable
digitally enabled health and care
services can be delivered where they
are needed, allowing workforce and
estate opportunities to be strategically
managed and delivered, moving our
\s.ystem from “isolation to integratioy






ics A message from our Great North Care Record
Ambassador; Steve Cram CBE

North East & North Cumbria

) Foreword
. Our Vision
O Context % ‘ “As ambassador for the Great North Care Record I'm delighted
to see the progress over the last 18 months, especially in light of
our Themes the COVID-19 pandemic.
OThe Essentials “It's anouraging_ fo see that hospitals,_ GPs an_d mental health
services are beginning to share more information.
| .
. Mproving “I experienced difficult times with both my parents towards the
Connecting ‘ end of their lives as information between services wasn'’t shared.
: It's great to see how the region is working together and offering
‘ Empowering more ways for staff to access information, and so that patients
‘.. Groat North have more choices in the future to interact digitally.
Learning .... Care Record

that this means

Governance & INTEGRATED (OMMUNHIES

Accountability KeY

Our Roadmap LoCations
& The Future

KKAD
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~ Governance & Accountabilit
ICS 4

QeI ERECUE Following an internal review with senior leaders from across the health and care system in the North
nerthEastanorthcumbria — East and North Cumbria — the way regional digital programmes are managed is changing.

) Foreword New governance structures are maturing and will be expected to be fully operational by April 2021.

‘ Our Vision
‘ Regional Digital Members
Forum
O Context

ICS Priority
ks e
Our Themes wer ;jeams Digital Strategy Group*
ICP “Digital
Commissions”
OThe Essentials :
- ICS Digital Consortium Board
‘ Improving
Ke
ICS Digital Support Team | A
Connecting (PMO Function) -
/ A Digital Delivery Group == Reportingto
l --> Support to
‘Empowering R 7
Learning GNCR PI;M/TRE Project
(Project) (Project) .
Board Board Delivery
JWhat this means

Governance &

OAccountability Changes in the way of working include the establishment of a Digital Consortium Board which will provide
Our Roadmap  Oversight of all the regional digital programmes. All of the organisations within the North East and North
& The Future Cumbria Integrated Care System (NENC ICS) will be represented.

Further information including Terms of Reference documents can be found here on our North East and

North Cumbria ICS website.
L&Y |
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Integrated Care System

North East & North Cumbria

Foreword

Our Vision
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iCS Our Roadmap

Care homes
to have access
Maternity to records
record

Artificial Precision available

Intelligence  medicine via phone

Digitally enabled Population,
System and Organisations

Patients to contribute
information prior to

HIE - sharin =z
Regional between hegalth i Video and
Passport to work | and first i i online
across sites Local Health consultations
Authority standards j§ in primary care

; LHCRe/GNCR:
Windows 10 upgrade Patient implemented
Engagement regionally
LHCRe/GNCR: HIE Platform
— First NHS Trust,

Mental Health Trust Improve Frailty - Digital
and Primary Care GP Connect mobile Toolkit e
connections Implementation @ working available pathology

Digital
Imaging - Transfer of care Regional

LHCRe/GNCR: Radiology —
Haematology

information Telehealth Patient transfer of
flowing Solution Engagement images across
Platform est. sites
LHCRe/GNCR:
Population R .
Health Infrastructure eg. Regional radiology Sept N
Management Windows 7 upgrades solution (Spider) 2019

Strategy for Regional

LHCRe/GNCR: HIE
- first organisation
connected

Clinical Digital
between professionals mobile roll out Resource
working Collaborative

Real time consultations Improve NHS app

[DN: Roadmap and associated milestones currently in review]
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Our digital roadmap

In June 2019, our initial digital strategy
and roadmap was approved by the
Health strategy Group, within our
strategy we set out an ambitious plan to
transform the health and care services
for the people and population of North
East and North Cumbria through digital
systems and services.

Much has happened since June 2019,
not least the impact of a global
pandemic, however, our strategic aims
and ambitions allowed us to move
further and faster, and many of our
digital deliverables have now been (or
shortly will be) a reality. This revised
roadmap illustration shows, what we
have done, what we are doing and what
remains.

Key
Delivered Progressing Remaining

(In-flight) (not started)





= Keeping our eyes on the Future
1CS ety

e aa We are evaluating and delivering digital systems and services that are most likely to positively change health
north easta o cumbria . AN care outcomes and experiences over the coming years. A number of those technologies are already in
people’s pockets, local GP surgeries, hospitals, homes and communities.

Foreword

We will look at all opportunities to realise their full potential; to achieve better
Our Vision outcomes, more efficient care and improve our citizens’ experiences.

TECANOLOGY 15 cuaweing .. FAST
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Context
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: @ - O
Improving Smartphoﬁ?s and Artificial intelligence [
Connecting wearables At-home or portable
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Empowering

1oL JOl 10 e

D)

/Learning e ”% WA
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What this means a2z s
. Smart or implantable drug Digital therapeutics and

immersive technologies
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- delivery mechanisms
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® Integrating Care - Next steps to building strong and effective integrated care
‘ s systems across England

Integrated Care System

Building Smart Digital and Data Foundations
«  Our digital governance is clear and includes a senior responsible owner (SRO) - See page 20.

North East & North Cumbria

Foreword * We have a system-wide digital transformation plan - our new strategy this document.
' « We are working closely with the NENC ICS workforce workstream, undertaking a system-wide Digital
.0ur Vision Maturity Assessment focussing on workforce requirements that will implement our digital strategy. - See
pages 10 - 11.
OcOntext « We have an ICS wide investment process that will deliver our digital ambitions and priorities and help our

approach to system convergence and system-wide digital maturity “levelling up”.
ourThemes * As well as the ‘infrastructure’ element of Population Health Management (PHM) reporting into the digital
governance structure, PHM also reports into a NENC PHM Steering Group and up to the Prevention
QThe Essentials Board. - See page 17.

‘|mprovmg Connect health and care services
«  Our work on the Great North care Record (GNCR) is progressing and increasing our broader health and
Connecting care system “connections”. We will extend the connection into patient and citizen information access

through our patient engagement platform (PEP). - See pages 12 -13.
‘Empowering «  Our tools to allow collaboration are cutting edge and include a suite from healthcare, NECS and our
radiology and pathology networks. - See pages 12 -13.

Learning o
Use digital and data to transform care

What this means * The existing single-version-of-the-truth (SVoT) data warehouse provided by NECS is subject to tight IG

Governance & which restricts access to a limited set of people. The SVoT is being developed to allow

QAccountability Analysts/Managers/Clinicians across the System to have access to a single data source, together with a
Our Roadmap number of business intelligence tools. The SVoT will include an increased number of data sets, building on
& The Future and broadening actionable insights currently generated. - See pages 16 - 17.

Put the citizen at the centre of their care

« The Patient Engagement Platform is a key step to enable citizens to access their own data and services.
<z ﬁ - See pages 12 -13,17.
Back Start Next o HealthCall is rolling out a range of patient/self management care pathway apps and services in addition to
Page 23 remote monitoring services such as Pulse Oximetry for COVID - See pages 14 -15.






iCS Supporting and Related Strategies

sereeamEs To deliver our regional vision and Digital Strategy, partners from across our region have
notheastanomncumiris . de€vVeloped supporting, complimentary and related Digital Strategies.

OFore"VOrd Please see the links below:
‘Our Vision
QContext North Cumbria ICP fi%-jzj
‘ £ NORTH NoRH
‘OurThemeS North of Tyne and Gateshead ICP % Y W?chm
i Smw- MiddltSbroush
_ Durham, South Tyneside and Sunderland ICP o . SO

OThe Essentials

Integrated Care Partnership Tees VaIIey ICP "
‘ Improving

Empowering Population Health Management

| Learning

.What this means

Governance &
Accountability

Our Roadmap
& The Future

KKAD
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Executive Summary

This document summarises the work undertaken by GE Healthcare Finnamore
(GEHCF), acting as a vendor neutral independent advisor, in conjunction with the CONNECTED
North East and North Cumbria Connected Health Cities (NENC CHC) project team, HEALTH CITIES
and its wide range of stakeholders, to develop a preferred architecture and set of

requirements for a Shared Record and Analytics Platformknown as the Great
North Care Record (GNCR).

The GNCR seeks to initially integrate data across primary, secondary and social care as well as the
universities of the North East. In addition, data will be made available more widely across the region, with
appropriate safeguards and sharing agreements, for analysis by health and social care organisations and
for university and clinical research. This will eventually enable a more complete analysis of patient
journeys along NHS care pathways, enabling investigation of not only what is happening but also why,
and how the issues could be addressed with actionable insight. This will help close the information gaps
between commissioning, audit, public health intelligence and research, supporting systems to learn
routinely.

In orderto develop a preferred architecture and set of requirements for the GNCR, the GEHCF team:

e Reviewed over 140 documents from health, social care and academic organisations
e Undertook semi-structured interviews with 75 stakeholders from across the North East

¢ Ran fourrequirements workshops, focussed on systems architecture, information governance, digital
care records and research and analytics, with over 80 people in attendance across the four sessions

e Undertook an options appraisal workshop with over 20 people.
The key outputs fromthese activities were as follows:

e Agreement on seven categories for Guiding Principles for development of the GNCR (as outlined in
Section 2.1 of the document)

e Agreement on five clinical care and four research / analytics use cases that will primarily be used to
ensure that the GNCR meets the needs of its wide range of stakeholders (as outlined in Sections 2.4 -
2.7)

e Development and agreement on a generic Health Information Exchange (HIE) reference architecture
and a preferred architecture model for GNCR that supports (as a minimum) the agreed set of use
cases (see section 3.1.4)

e Agreement onthe 'Publish and Subscribe' and 'Gateway Services' models that willenable the GNCR to
appropriately support the wide range of data sharing requirements identified by stakeholders (Section
3.1.5)

e Agreement on a preferred data management model for GNCR and a description of how it would
support both STP based localities and regional providers of health and care services (Section 3.5)

e Preferred commercial strategy for procuring the GNCR (Section 4.1), an agreed set, guiding principles
for vendor selection (Section 4.2) and a core set of required capabilities from the supplier community
(Section 4.3.1)

CONNECTED HEALTH CITIES NENC / The Great North Care Record
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e A high-level assessment of 18 potential suppliers against a series of agreed
criteria (Section 4.3.2), leading to a range of likely costs for GNCR
implementation based on supplier responses to requests for information
(Section 4.3.3)

: . . _ CONNECTED
e A high-level assessment of the benefits to be delivered by implementing GNCR HEALTH CITIES

(Section 5)

e Preferred option forthe Governance and Service Management arrangements of the GNCR, including
the proposed Delivery Vehicle for implementation and on-going 'Business as Usual' support (Section
6.2)

e A high-level project plan outlining the proposed project workstreams and the timelines for
implementation (Section 7).
In summary, this report recommends:

e The adoption of the following preferred architecture approach (or similar) for GNCR:

CLINICAL APPLICATIONS/SERVICES PATIENT FACING APPLICATIONS
MULTI-VENDOR MULTI-VENDOR

C\L‘::‘:'fsm; DECISION PATIENT
PORTAL SUPPORT PORTAL

Health Information Access Layer
Connectivity & Transformation & Routing IHE
Process & Orchestration

Management & Monitoring including Consent
Security & Privacy IHE

i = i

SERVICEBUS

DATA

MASTER TERMINGLOGY PROVIDER WAREHOUSE

PATIENT INDEX SERVICES REGISTRIES OR MANY

DATA MARTS

IHE IHE CDR

e Adoption of the Gateway Services Vehicle for 'Publish and Subscribe' Services as outlined below:
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e Adoption of the following hybrid data management approach for GNCR as outlined below:

Hublevel 2 &
@y Fotent Dato Common tdge | ocgiities
(Telehealth) epository
-

GNCR Gateway
& Central subset
data repository

BOBBo

Consistent Inconsistent

e A single, central GNCR procurement, with a single lot structure and one prime contractor forthe GNCR
responsible for all subcontractors and the delivery of the GNCR as a fully managed service, noting that
this is primarily for the Gateway and that the Ark may require a different supplier

e Provision of between £36m - £56m to fund the programme over a 10-year period, of which supplier
costs for the GNCR Gateway Platform as a Service element would be between £5-15m

e The following proposed delivery vehicle for the implementation and on-going service management of
GNCR:
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1 Introduction and Background
This document summarises the work undertaken by GE Healthcare Finnamore
(GEHCF), acting as a vendor neutral independent advisor, in conjunction with the CONNECTED
North East and North Cumbria Connected Health Cities (NENC CHC) project team, HEALTH CITIES
and its wide range of stakeholders, to develop a preferred architecture and set of

requirements for a Shared Record and Analytics Platformknown as the Great
North Care Record (GNCR).

1.1 Project Background

The CHC Programme seeks to initially integrate data across primary, secondary and social care as well as
the universities of the North East. In addition, data will be made available more widely across theregion,
with appropriate safeguards and sharing agreements, for analysis by health and social care organisations
and for university and clinical research. This will eventually enable a more complete analysis of patient
journeys along NHS care pathways, enabling investigation of not only what is happening but also why,
and how the issues could be addressed with actionable insight. This will help close the information gaps
between commissioning, audit, public health intelligence and research, supporting systems to learn
routinely. Achieving this goal will require a sustained effort from all parts of the CHC (and its NHS Local

Delivery Partners), significant investment in facilities and personnel, as well as forward - thinking and
ambitious strategic planning.

Many partners of the CHC already have electronic patient records with a substantial wealth of clinical
information stored electronically, while others are working towards this goal. To exploit the current and
future data fully for both patient care and research purposes clinical data from multiple sources will be
integrated and securely made available in real-time for patient care. In addition, these records will be
pseudonymised and integrated with other sources of structured and unstructured data that are of interest
to researchers (e.g. very large variable imaging and biomolecular (including genomic) datasets, external
and internal patient registry data, epidemiological and other societal datasets).

To support the integration of digital health and care records to underpin frontline care delivery, and
provide an analytics platformthat can support future health and care planning, the NENC CHC is
developing the Great North Care Record (GNCR). This aims to:

e Deliver anindividual’s important healthcare information, at the point of care, from whichever relevant
organisations are involved in their care, irrespective of organisational boundaries

e Provide betterinformation for clinical audit, service redesign and commissioners of care, so that health
care systems can be transformed and improved, and run more effectively

e Provide data for health and care research in a research environment trusted by the citizens of the
North East and Cumbria.

During this project, it became evident that the primary objective was to gain consensus on what the

GNCR should enable, how it should be architected, structured and governed from the wide range of

stakeholders so that an accelerated regional procurement could move forward. This report reflects the
common views achieved during the project.

1.2 Project Definition
The GEHCF teamhave consulted with key stakeholders and developed this report that covers the

following:
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¢ Definition of the core, "must have" clinical, analytical and IG requirements for
GNCR

o Identification of the key systems which need to interoperate through the

regional platform CONNECTED
o Identification of the candidate architectures for a regional information HEALTH CITIES

exchange platform, and specification of potential platform architecture and

infrastructure requirements

e Identification and assessment of a shortlist of current market offerings available, including open
source candidates

e Identification of the high-level costs and benefits of the GNCR
e An outline project plan for securing the funding, buying and implementing the GNCR.

A separate presentation has also been developed, which is aimed at NHS and University seniorleaders to
help the CHC Executive teamand regional stakeholders communicate the vision for the GNCR going
forward.

1.3 Project Scope
The scope of the work covers NHS organisations, local authorities and universities across the North East
and North Cumbria (NENC) Academic Health Science Network (AHSN) area.

The requirements gathering and definition work was limited to the following four workstreams:

e Digital Care Record

e Analytics and Research

e Systems and Infrastructure
¢ Information Governance.

1.4 Project Approach
The project was undertaken over four phases, which are illustrated in the diagram below:
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Figure 1 : Summary of Project Phases

Information

Option
Appraisal

Report
Development CONNECTED

HEALTH CITIES

Gathering

l l

146 documents
reviewed Four Option
Requirements Appraisal Project Board
75 Semi- Workshops — Workshop — Review
Structured 60 attendees 23 attendees
Interviews

|

Final Report and Summary Presentation

1.4.1 Phase 1 - Information Gathering

In this phase, documentation provided by CHC stakeholder organisations was collated and reviewed to
gain a better understanding of the current status of shared care record developments across NENC, and to
help prepare for project interviews (see below). Requested documentation related to the four key project

workstreams:

e Digital Care Record

e Analytics and Research

e Systems and Infrastructure

¢ Information Governance (IG).

A summary of the documents received from stakeholders for this work can be found in Appendix 1. In
total, 146 documents were reviewed.

In this phase, we also undertook three days of 1-2-1 and small group semi-structuredinterviews
(covering the full range of stakeholders) in the following localities:

e Newcastle and North of Tyne (including Gateshead and North Cumbria)
e Sunderland and South Tyneside

e Durham and Tees.

Several mop-up telephone interviews were also conducted for those people who could not attend one of

the pre-arranged interview days. In total, 75 people were interviewed during this phase (see Appendix 2
for the full list of names).

The purpose of the interviews was to elicit requirements, constraints and priorities from key stakeholders
(including CCIOs, CIOs, CCG representatives, Local Authorities and Universities). This informed the
content of follow-on workshops to reach an agreed set of requirements and common fut ure architecture of
the GNCR.
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1.4.2 Phase 2 - Requirements Definition

We ran four workshops with stakeholders (one for each major project
workstream) to capture requirements and discuss and agree a preferred
architecture model for the GNCR.

CONNECTED
The list of CHC stakeholders who were engaged in the workshops can be found in HEAILTH CITIES

Appendix 3. 60 people in total attended the four workshops.

We also conducted telephone interviews with several suppliers who were potentially able to meet the
overall requirements for this project. A summary of the commercial organisations that were engaged as
part of this phase of the project are outlined in Appendix 4. In total, we spoke with 18 different suppliers.

1.4.3 Phase 3 - Options Appraisal
We ran an Options Appraisal workshop to assess the list of potential options for several key elements of
the CHC GNCR programme to enable it to move towards procurement of a platform that delivers clinical,
analytical and research requirements.

The key objectives of this workshop were to develop a:

e Series of guiding principles for vendor selection
e Preferred architecture option

e Preferred option for GNCR delivery vehicle (for both front-line care record sharing and a region-wide
analytics platform), governance and service management

e Preferred option for the Commercial Strategy

e Preferred option of the GNCR funding model.

The list of attendees forthe Options Appraisal workshop can be found in Appendix 5. 23 people in total
attended the session.

1.4.4 Phase 4 - Report and Presentation Development
In the final phase of the project, we brought together the outputs of the previous phasesinto this report,

and produced a high impact summary presentation, based on the report, that can be used with senior
stakeholders to gain buy-in to the next stage of development of the programme.

1.5 Project Board and Approval Process
The Project Board for the project consisted of the following members:

¢ Nick Booth, CHC CIO and Project SRO
e Mark Walsh, CHC Director of Operations and Project Lead

e Joe McDonald, CHC Director

e Graham Evans, Chief Information and Technology Officer, North Tees and Hartlepool NHS FT and
Durham, Darlington, Teesside, Hambleton, Richmondshire & Whitby STP CIO lead

e Mark Thomas, Director of Health Informatics at Northumbria Healthcare NHS FT, Northumberland,
Tyne and Wear and North Durham STP CIO lead, and chair of the North East and North Cumbria CIO
Network.

The Project Board was responsible for reviewing and signing off the interim and final deliverables for the
project.
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1.6 Structure of the Document
The rest of the document consists of the following sections:

e Section 2 outlines the high-level requirements for the Great North Care Record
as identified through the stakeholder interviews and the requirements CONNECTED
workshops, including the project use cases - HEALTH CITIES

e Section 3 introduces a series of potential architecture models for the GNCR, reviews their
appropriateness to meet requirements, and recommends a preferred architecture for future
procurement

e Section 4 outlines the proposed commercial strategy for procuring the GNCR, the guiding principles for
vendor selection and a high-level assessment of the potential vendors that were engaged as part of
this project

e Section 5 provides a high-level assessment of the planned benefits arising from the GNCR deployment

e Section 6 outlines the proposed delivery vehicle, governance and service management arrangements
for taking forward GNCR at scale and pace

e Section 7 summarises the high project plan and developmental roadmap for the next steps in
procuring and deploying the GNCR.

2 GNCRRequirements

This section of the document outlines the high-level requirements, guiding principles, for the Great North
Care Record as identified through the stakeholder interviews and the requirements workshops.

2.1 Guiding Principles

e The overarching Guiding Principles that underpin the requirements for the GNCR for clinical and
analytical use have been categorised into seven areas:

Figure 2 : Guiding Principles for Clinical and Analytical Use
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Data sources
and types

Patient Privacy CONNECTED
identification protection
HEALTH CITIES

Active
workflow
tools

Patientand
carer access

Care
professional
access

Analytics and
Research

2.1.1 Care Professional Access

The GNCR should:

e Be easy to use and quick to access and respond to information requests

e Support read/write of information - not just view only

e Be integrated into existing clinical systems where possible

e Present relevant information to the user in a digestible, summarised and relevant format

e Use a template/form based design

e Support role-based access and ensure legitimate patient relationships

e Be context aware in its operation, presenting data in an intelligent and context sensitive manner
e Support mobile formats

¢ Allow for detailed searches and data extracts/queries (where authorised) to ensure IG compliance
(e.g. a cohort of similar patients to review treatment and outcomes).

2.1.2 Patient and Carer Access
The GNCR should:

e Provide a portal for patients to access their own information, taking into consideration national tools
that provide patient access

e Manage support for carer/family access to record, whilst providing appropriate safeguards
e Allow patients to manage their consent matrix
e Allow patients to manage their appointments

e Allow patients to send and receive secure email.
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2.1.3 Patient Identification
The GNCR should:

Be reliable, secure and safe to use across all care settings

CONNECTED
HEALTH CITIES

Be NHS number based where this is known and used (or sought, confirmed
and added where not known or used)

Enable connection to the planned national patient/citizen identity service.

2.1.4 Data Sources and Types
The GNCR should:

Contain high quality, validated clinical information from the health, social care and third party sectors
that can be shared with confidence

Support identified and agreed clinical need for information (not just provide accessto what is easy to
share)

Allow full use of coded as well as free text information, graphics and diagrams

Support access to scanned documents, images and other unstructured documents, including shared
documents from multiple sources into an integrated view

Contain patient generated health and care data from a variety of sources
Support tagging and other metadata for documents and images

Contain provenance of data sources (authorship, dates etc.)

Contain information that is structured, accurate and up to date

Link primary, secondary, mental health and social care data for longitudinal patient/citizen pathway
studies (for example).

2.1.5 Privacy Protection
The GNCR should:

Be compliant with all relevant information governance legislation (e.g. GDPR, Section 251) and be
flexible to changes in legislation

Provide a clear, dynamic and usable mechanism for managing patient consent for both direct patient
care and for research purposes

Provide a clear, dynamic and usable mechanism for managing information sharing agreements
Provide a secure and robust mechanism for managing access to information

Contain an audit trail to check who has accessed the system, and for what purpose. This would include
pro-active alerting of access to the patient where patients have particular concerns

Support ‘for your eyes only’ functionality based on data sharing agreements and patient consent
guidelines

Enable privacy officers and patients/citizens to be notified of any breaches in privacy, in particular
where any 'breaking the glass' function has been used

Enable better engagement between clinician and patient

Be easy to use and understand for clinicians
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2.1.6 Active Workflow
The GNCR should:

e Support messaging, alerts and flags to support patient workflow across
different providers of care while preventing alert fatigue CONNECTED
HEALTH CITIES

e 'Push’ and 'Pull' data (documents and elements of documents like blood
pressure) where appropriate, but be mindful of information overload

e Enable workflow and other applications to be easily developed by the care organisations and not
require significant 3rd party support
e Allow for choice of design models for passive reading vs push alerts

e Present information within the local system and eventually Integrate guidelines, e.g. NICE, into the
clinical workflow.

2.1.7 Analytics and Research
The GNCR should:
e Support the differing needs of research, service planning and analytics users, including both

hypothesis driven and non-hypothesis driven research. This should include a modular framework to
facilitate extension or modification of analytics functionality as needs evolve

e Support improved interactions between researchers and clinicians to develop the translational
medicine agenda across the North East

e Collect patient data frommost/all health and non-health settings, and link together data sets so it is
possible to trace a patient through the care system (via NHS Number ideally), track their outcomes,
and investigate 'cause and effect' of interventions.

e Supports data collection from the patient themselves via a variety of media (e.g. phone text, app,
web, wearable device), thereby allowing the patient to use a range of interfaces to suit their
preference and access limitations, which helps bridge the digital divide on patient engagement

e Provide longitudinal real time access to health and care data for analytics development and delivery

e Support the ability to gain new insights into the data, rather than simply using the systemto test new
ideas or formulate new hypothesis'

e Be quick to access, accurate and up to date, but with the ability to present historical trends in a
graphical form

e Provide alternative routesto analysis enabling differing "strengths" of Information governance control
to be applied in an appropriate-context specific manner

e Provide clear and concise information on the provenance of all data sources
e Support operational analytics with rapid feedback to inform management decisions, and business
intelligence for future service planning

2.2 Scope
The GNCR should:

e Work across the whole of the North East and North Cumbria (as defined by the three NE STPs), and
not just at sub-regional level

e Be scalable, extensible and reconfigurable to support future organisational change
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e Support multi-way sharing of health and care records from multiple providers
at the point of care in multiple care settings

e Have the option for inclusion of richer datasets at local level without losing
integrated view, including the linking of research data sets CONNECTED

e Support linking of data based on geographical location HEALTH CITIES

e Support NHS Digital's in-development Target Architecture and ensure interoperability with other
regions of the UK.

2.3 Non-functional Requirements
The GNCR should:

e Work in near real-time
e Be resilient and reliable
e Supports out of hours operations, e.g. 7 day services

e Ensure staff confidence in its use (through data quality and training)

2.4 Use Cases

As part of the project, several clinical and analytical / research use cases were developed that the GNCR
would need to support in addition to the three featured care pathway projects already associated with the
CHC (Dementia and Frailty, Smart Interventions for Vulnerable Families (SILVER) and Forecasting
Emergency Unplanned care'). These use cases were not meant to be exhaustive in any way and are
designed to give a few examples of how the GNCR would be used to deliver care and research, with the
patient at the centre, across provider and other health and wellbeing organisations. The GNCR will need to
support an ever-growing list of use cases with supporting business cases. The use cases discussed during
the project are summarised in this section of the document and the diagrambelow:

Figure 3 : Summary of Use Cases identified through the project

eMedicines Management
eEnd of Life Care
eTransfer of Care

Clinical eMaternity

eErrors in Patient Records

ePopulation Health
eSubstance Misuse
eBalance Assessment

Ana Iyt| Ca I eAvoidable Mortality

The use cases are split into two sections:

'https://www.connectedhealthcities.org/connected-health-cities/cumbria-and-north-east-england
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e Primary use cases are the ones that were developed in detail during the
workshops, and any future solution must support these particular use cases as
they are likely to be the first operational projects arising from implementation
of GNCR

. _ _ _ _ CONNECTED
e Additional use cases were not developed in detail as part of this project, but HEALTH CITIES

were deemed to be important by stakeholders as future uses of the GNCR
beyond the initial go-live of the system.

The use case examples provided are specific but are meant to covera wider need that cover more than
once care domain and application.

2.5 Primary Clinical Use Cases

2.5.1 Medicines Management

As an example of the Medicines Management use case, both GPs and mental health practitioners may
prescribe antipsychotic or antidepressant medication. Mental health treatments can have potential impact
on other physical health treatments (e.g. kidney and liver failure), and may also work less effectively over
time due to treatment resistance. Current guidelines state that a specialist review should take place after
4 treatments, but if GP and Mental Health records are not shared, then the number of treatments between

reviews may rise to 7 or even 8 with say 4 from the GP and 3 from Mental Health practitioners, which is
unsafe.

Changes in medication by the GP or the Mental Health practitioner need to be communicated and

acknowledged by both parties to manage alongside any other physical or mental health medication, e.qg.
to take account of negativeinteractions.

Who needs access to this information?

e The patient, family members, friends, carers and neighbours
e All care providers: primary, secondary, tertiary, community, pharmacies (community + hospital), etc.

e GPs, mental health practitioners, community nurses, ambulance, police, urgent care, out of hours,
prison, addiction services, probation services, housing, etc.

e What information is needed?

e Patient’s status: including medication, housing, income/benefits, etc.

e Details of the prescriber: GPs, psychiatrists, etc.

e Dispenser: pharmacists (community + hospital)

e Administrator and monitor: carer, CPN, community nurse, laboratory, etc.

e Drug information: dose, quantity, frequency, date of dispense, prescriber with contact information,
adverse allergy information; who started treatment/why; whether changing/stable; need for review;
notification; response to treatment. Different layers of information will be available and accessed
subject to consent model and role based access rules.

e Contact details of services involved
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Why is this information needed?

e To offer current and correct information in direct patient care

e To remove unwanted variations

CONNECTED
e To reduce waste: medications, time, duplication, efficiency HEALTH CITIES

e To standardise, optimise and review best practice to reduce risk of harm due to adverse reaction

e To create a “boundary of care”; a single management plan with the patient aware of the plan; to
support decision making (via prompts)

e To inform the patient of alternative treatments/pathways

Where is the information to be accessed?

e Within the patient’s home

e All care settings including social care, ambulance, police, pharmacy - i.e. anywhere (mobile and
nationwide) where care is provided or patient can present

When can the information be accessed?

e Should be accessible 24/7

e Needs to be available in Real time, at the Point of care/Point of prescribing

2.5.2 End of Life Care

Lack of communication around end of life care leads to distress and patient choices not being respected.
e Even a simple flag would alert urgent care services that a patient is on an End of Life Pathway
e Improved sharing of the End of Life plan with social care would also improve effective delivery

e Patients may wish to revise choices, and again these could be better communicated

Who is involved in this user story?

e Mavis (patient), a 98-year-old frail lady with mild dementia; recurrent urine infections resulting in
hospital admissions via unscheduled care, A&E and paramedics. Visually impaired, lives in
Spennymoor. Has expressed an explicit wish to die outside of hospital.

e Next of kin: daughter in Nottingham, niece lives locally, estranged son.

What information is needed?

e Capacity for decision to be made; to express (record and communicate) wishes and values, taking
account of legal and safety factors; respect power of attorney where appropriate.

e EHCP, DNACPR, DoLS, Advance Decision to Refuse Treatment (ADRT)
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Why is this information needed?

e Provide the ability to change information (may change daily by Mavis and/or
her carer). Easy to update by people with appropriate authority. Available for
relevant people to see the correct, up-to-date information to avoid
unnecessary treatment, etc.

CONNECTED
HEALTH CITIES

e To show respect for Mavis when she lacks capacity - previous autonomy

e Toenable personalised care, while offering efficiency savings, meeting family needs and simplifying
service delivery into a single management plan.

¢ Communicate special circumstances between clinicians but not necessarily to the patient and family
(e.g. life expectancy).

Where is the information to be accessed?

e From all care settings (domiciliary, acute, GP practice, care home, social work team centres,
community nursing centres, etc.) but particularly available to paramedic, A&E and out-of-hours
providers.

When can the information be accessed?

e Needs to be 24/7 and up-to-date (at least within 24 hours).

2.5.3 Transferof Care

Currently, the tertiary centre can receive PACS images from a referring secondary care trust but not test
results or other patient notes electronically, which are provided on paper.

Data requirements for the tertiary centre under this use case are:

e Accesstoorders and results - many duplicate tests are taken as the teamlacks access to the results
from secondary care

e Current medication lists from primary care as well as referring secondary care organization

e Past medical history

e Co-morbidities

e Other relevant clinical record content

Data requirements for the acute trust receiving the patient back from the tertiary unit are:

e E-discharge summary (this is already sent to primary care but not secondary care)
e Relevant clinical letters, including specialist notes and care plan
e TTO medication

e Test results.
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Who needs access to this information?

e The patient

CONNECTED
e Primary, Secondary and Tertiary Care clinicians involved in the patients' care HEAILTH CITIES

What information is needed?

¢ Orders and results from secondary to tertiary care; current medication from primary and secondary
care; past medical history, co-morbidities, other relevant clinical records

e From tertiary to secondary care: E-discharge summary, relevant clinical letters

e Discharge advice tothe patient: care plans, specialist notes. TTO medication, test results, next steps,
follow up medications

Why is this information needed?

e To prevent duplication, reduce waste, reduce errors

e To prevent loss in confidence from patient, reduce renew episodes, mitigate against unnecessary
reviews

Where is the information to be accessed?

e Tertiary provider, secondary provider, primary care

When can the information be accessed?

e Available 24/7
e Information sent: at the point of triage, referral, discharge

e Discharge planning

2.5.4 Maternity Care
An example use case concerns safeguarding around teenage mothers. This includes:

e Alerts around patient and staff risks
e Better exchange of substance (mis)use information

e More timely and routine communication between health and social care regarding admission to
maternity

Who needs access to this information?
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e The pregnant woman

¢ Community midwives, antenatal, GPs, obstetrics, A&E, out of hours, health
visitors, MH, child protection, police, social services (adoption services, etc.),
family, multi-agency (MARAC), research, planning, mother-to-be’s school CONNECTED

HEALTH CITIES

What information is needed?

e Medical, social (domestic violence) and family history, including past obstetric history
¢ Current medication, pregnancy status/stage.

e Care plan (delivery planning)

Why is this information needed?

e Keep patient and baby safe
¢ Keep clinicians aware of information

e Likelihood of emergency situation - early labour/delivery

Where is the information to be accessed?

e Local, regional but nationally accessible

When can the information be accessed?

e Presentation to delivery
e Postnatally, providing relevant history

e 24/7 - either out of hours or in hours.

2.5.5 Addressing Errors in Patients' Records

It was agreed that addressing errors in patients' records was both sensitive and relevant to all the
stakeholders in the workshop across all the provider, commissioner and research organisations. The
workshop consensus was that improving data quality was an important use case and the below Mental
Health example is used solely to illustrate the requirement.

A Mental Health practitioner notes an error or a potential issue in a patient’s record. He/she needsto be
able to inform the GP about this and receive an acknowledgement of it being read along with a response.

Currently this is resolved by phone and letter, which is inefficient (unless both parties are users of
SystmOne, whereby it can be achieved via SystmOne tasks).

Who needs access to this information?
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e Access will depend on the purpose of the error reporting. There is a wide
spectrumof possible purposes ranging from quality improvement through to,
at the extreme, whistle-blowing

e The Error Identifier - the individual and/or organisation raising the query and CONNECTED
highlighting the query raised in the record HEALTH CITIES

e The Data Controller/quality team to whom the query is directed

e Relevant supervisory body for resolution, supervision (who may need to look for common themes and
risks)

¢ The Patient (also able to highlight errors)

What information is needed?

e "Right click” - ability to highlight an error

e A conversation/message rather than one-way message
e Risk associated with the error and possible recourse

e Labels (anonymous, level of risk)

e Must be simple, intuitive and reusable for different use cases where the Error Identifier wants to
communicate with the Data Controller

Why is this information needed?

e Safety, decision making, for self-mending, quality improvement

Where is the information to be accessed?

¢ Initiated either within the Error Identifier’s local EHR or directly within GNCR

When can the information be accessed?

e Raised 24/7

e Resolution - appropriate time frame, provided there is a flag.

2.6 Additional Clinical Use Cases
Otherideas put forward for potential use case development included:

e Whole System Flight Deck

- Currently there is analytics software to support re-routing of ambulances from real time
information from local ED departments for emergency care. This could be extended to cover:

» Bed state across the whole system
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= Non-urgent referrals (e.g. patient choice and information on the
shortest wait times)

e Fictitious Iliness or Incorrect Professional Diagnoses

- Identifying inconsistent constellations of ill health in individuals which CONNECTED
might arise from a variety of causes including Munchausen Syndrome HEALTH CITIES
(fictitious disease) or flawed professional diagnoses. This will be easier to
identify / track through a shared care record

¢ MDT Reviews

- Fora child with learning difficulties, this may include CAMHS, SLT, Educational Psychology, GP,
school health etc.

- Currently cant pull info together electronically from different sources into a single view - this
should help

e Community Treatment Orders (CTOs)
- Currently these are handwritten with copies for patient and various health professionals

- Poor management of compliance to treatment and CTO. Shared records will help.

2.7 Primary Analytics and Research Use Cases

2.7.1 Population Health

Transformation across an STP footprint will deliver a shift towards improving ‘population health” - moving
from fragmentation to integration in care delivery, but also tackling the wider determinants of the health
and wellbeing of local populations. Working together across health and care systems will enable a focus
on early intervention and prevention, integration, reconfiguration of hospital based services, and
technology.

Who needs access to this information?
¢ Commissioners

e STP Footprint teams

e Health and social care providers

e The third sector

e Researchers and evaluators

e Town / environmental planners

What information is needed?

e Acute, community, mental health and social care activity and workforce information
e Demographic growth information

e Disease incidence information
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Why is this information needed?

e To help determine the locationand type of health and care services to provide
holistic care to individuals in the short, medium and long term future

CONNECTED
HEALTH CITIES

e Toaddress the widerdeterminants of health and put in place prevention and
self-care services to reduce the burden of acute services

e Tosupport development of healthy new towns/ smart cities through integrating healthy options into
the built environment as a key prevention strategy for health and social care going forward.

e When can the information be accessed?
e As part of on-going service planning and service re-design activity

e Real-time information not required.

2.7.2 Substance Misuse

Understanding the determinants and effects of substance misuse in the wider population in the North East
can help with the development of prevention, treatment and post treatment support services that span
across the whole spectrum of public service provision. By linking together health and social care data with
housing, education and criminal justice data, longitudinal analysis can be performed on historic data at
the individual level, consent allowing, which can inform algorithms for risk stratification to target future
services on those with most need and/or most future risk.

Who needs access to this information?
e NHS and social care commissioners, NHS and social care providers, local authority housing and
education functions, third sector service providers

e General public (high level overview only)

What information is needed?

e Demographic, educational, social care, criminal data (police, prison)

e Healthinterventions and outcomes (emergency, inpatient, outpatient, primary, community, mental
health etc.), Primary and acute care; mental health

e Third sector data.

Why is this information needed?

e To answer questions such as:
“Are we spending a high proportion of our resources on a small cohort of people?”

"What is the link between educational attainment / participation and likelihood to become
addicted?"

- "What is the link between substance misuse, clinic interventions and future offending rates?"

e To support existing research projects related to care pathway improvements, specialist service
provision, service redesign and integrated care planning.
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When can the information be accessed?

e Real-time tracking of all interactions with the health system and services by
consented individuals.

CONNECTED
HEALTH CITIES

e Longer term analysis of patterns to identify gaps in service delivery.

2.7.3 Balance Assessment Service

Balance assessment and rehabilitation services, often hosted by Trust Audiology departments, provide
assessments and follow up services for patients with balance issues, often following an ENT consultation.

The reasons for loss of balance are often complex, and therapy services canbe put in place to help

individuals who have previously been subject to unexplained falls, or are at high risk of future falls
following ENT assessment.

Reduction in the number of falls, particularly in the elderly population, can help reduce ED attendances
and subsequent admissions, and therefore on-going demand on acute and community services.

Who needs access to this information?

e GPs

e Adult social care

e Acute - ENT and ophthalmology services

¢ Community services

e NEAS

What information is needed?

e Age (e.qg. Filter to 50+)

Datasets:

- Disability;

- ENT

- Ophthalmology

- Occupational Health

- Health check/wellness clinics

- ED attendance and admissions;
- Ambulance

- Telecare datasets on falls

- Social inclusion following fall.
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Why is this information needed?

e Support falls prevention service planning through investigation of trends in
incidence and likely causes

CONNECTED
HEALTH CITIES

e Reduce repeat admissions

When can the information be accessed?

e GP referrals

e Acute discharge planning

e Community service planning

e Public health advertisements/promotion
¢ New service planning

e Service / pathway re-design

e Integrated care commissioning

2.7.4 Avoidable Mortality

Nationally around 9,000 people die in hospital each year through avoidable deaths. The North East is
committed to reducing the avoidable mortality rates across its acute providers through root cause analysis
and openness and transparency of the causes of death and the lessons learnt fromeach individual case.
This work will take full account of, and work side-by-side with any formal legal or confidential enquiries
involving avoidable deaths.

Who needs access to this information?

e Healthcare providers

e Researchers

e Public

e Political/ policy makers

e Family/ informal carers.

What information is needed?

e Acute clinical records for patients who die in hospital for avoidable reasons
e Incident review information

e Lessons learnt information

Why is this information needed?
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e Toinvestigatethe causes and put in place action plans to reduce the number
of avoidable deaths in future

e Toenable clinicians to review previous cases for on the job learning and CPD

accreditation CONNECTED
e When can the information be accessed? HEALTH CITIES

e Acute Settings for clinical case review

e Public website for public scrutiny.

3 Potential Architecture Assessment

There are multiple technical models that can provide the functionality needed to meet the guiding
principles and support the use casesoutlined in Section 2, although each has its own strengths and
weaknesses. The purpose of this report and study has not been to develop a prescriptive detailed
architecture, but rather to achieve region-wide consensus on a common approach that can then be further
refined by a selected vendor.

This section presents some guiding principles and reference models for architecture. It then introduces a
series of potential architecture models for the GNCR, reviews their appropriateness to meet requirements,
and recommends a preferred data architecture for procurement.

3.1 Guiding principles for architecture

3.1.1 International standards compliance

All models are assumed to support the set of required standards (HL7/FHIR, XDS, SNOMED CT for coding
etc.) forseamless and consistent sharing of healthcare data across systems at the appropriate granularity
level. These standards (or at least their predecessors) have been the enablers for the many existing
point-to-point interfaces currently in use.

3.1.2 National interoperability — NHS Digital Target Architecture

In addition, consistency with the national draft Target Architecture, "Outputs from the Interoperability and
Population Health Summit", will ensure national interoperability as otherregions adopt similar, compatible
platforms. The project teamwas given access to a draft of the national Target Architecture forthe
purposes of this project, and following review of this "to be published" document, ensured that the
guiding principles and potential architectures proposed here are fully in-line. The population size forthe
GNCR also fits well within the proposed region size of 2-5m (the North East has a population of 3.7m).
The Target Architecture also proposes a useful reference set of purposes which can inform the GNCR
architecture choice. These have been extracted from the draft national document which may change on
final publication and can be summarised with some additions and changes fromthe workshop as:

Direct Care - “Interoperability” the ability to:

e exchange uncoded and coded data at point of care, access normalised “longitudinal record”
e share views at point of care for professionals and citizens and enable decision-support

e Enable patient to be an active participant in own record and to enable transactional services

Direct Care - Precision Medicine and Case Finding, the ability to:
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e compare an individual against a population for more precise intervention

e identify individuals at risk and provide personalised intervention alerts

CONNECTED
HEALTH CITIES

Intelligence - Commissioning for Service Planning

e ability to provide a view at a whole population level from data garnered from multiple provider
systems to understand demand and enable effective planning of service provision across providers

Intelligence - Payment, Regulation and Service Evaluation, the ability to:

e process data in support of payments for services
e understand conformance of organisations to regulatory requirements

e provide national benchmarking of providers and understand the effectiveness of services

Research - use of data for clinical and other research, the ability to:

e make de-identified data available in an unrestricted legally compliant manner excepting for where
citizen permission is required

e use data as part of consented trial or consented observational studies
e use data for clinical risk prediction / clinical decision support
e use data to undertake research on the effectiveness of treatments

e Ensure potential for interoperability with research data sources which are themselves passing through
a rapid period of structural, ontological, and formatting change.

3.1.3 A learning health and care system

One goal of the GNCR is to provide the platformfor the enablement of a Learning Healthcare system.
Friedman et al® outlined a “Learning Health and Care” systemin terms of “the fundamental properties of a
highly participatory rapid learning systemthat canbe developed fromuse of electronic health records.
Secured and trusted use of these data, beyond their original purpose of supporting health care of
individual patients, done transparently and with high quality information for the public about the use of
theirdata, can speedthe progression of knowledge fromthe lab bench to the patient’s bedside and
provide a corner stone for healthcare reform.”

A Health Information Exchange (HIE) allows care professionals and patients to appropriately access and
securely share a patient’s medical and other information electronically and its role in a learning health and
care systemhas been summarised® as:

? Friedman, Wong & Blumenthal, Achieving a Nationwide learning System, Science Translational Medicine,
Nov 2010

* Learning from Health Information Exchange Technical Architecture and Implementation in Seven Beacon
Communities by Douglas B. McCarthy Commonwealth Fund, dm@cmwf.org
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e A clinical data exchange to support care transitions and referrals, typically
using Web-based portals and secure messaging services to exchange patient
information (e.g., laboratory test results, medication histories, hospital
discharge summaries)

CONNECTED
HEALTH CITIES

e The ability to deploy the analytic capabilities necessary for delivery systemand commissioning reforms
and support a broader array of “use cases” (e.g., quality improvement, population health
management, research and evaluation).

3.1.4 Reference architecture

A useful reference Health Information Exchange (HIE) architecture used during the workshops is shown in
Figure 4, covering the communications channels and typical toolkit of services required to support the
stakeholders. While not an exhaustive list, it covers many services required to deliverthe GNCR. It also
reflects the services offered by the short-listed suppliers covered in Section 4.

Figure 4 : Reference HIE Architecture

IHE Standards Across All Levels
Provider Services Stakeholders
Demographics ePres.crpmg& Immunisations Lab Results
Web/HTTPS Medications ]
Hospitals
(Portal)
Disease mgmt. ADT/PAS Allergies Radiology
Interactive GPs & Clinics
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Diagnostics Scheduling
Lobs
SMS, mobile
phone data Distributed Services
Enterprise MPI ConsentMgmt Alerts Local EMR Patients
Electronic Data
Interchange i
2 F;e:ﬂ:;ff;f;r Terminology Identify Mgmt. Pseudenomisation cceE'sand Local
Services
Authorities
Data Services
Business ; : NHS Digital
Data Warehouse Audit Trail
Intelligence [HES, 5US, etc)
Web Services Decision Support Messaging Medical Mgmt.
Research
§ including: NIHR,
Infrastructure Services Universities,
Call Centre Audit Logging Monitoring Business Rules GEL, CPRD
Security Mgmt. Messaging Exception Mgmt.

The revised architecturein Figure 5 below was developed basedon:

e Feedback from the workshops and follow up discussions

e A desire to represent where the IHE* standards best fit -

* IHE is aninitiative by healthcare professionals and industry to improve the way computer systems in
healthcare share information. IHE promotes the coordinated use of established standards such as DICOM
and HL7 to address specific clinical needs in support of optimal patient care. Systems developed in
accordance with IHE communicate with one another better, are easier to implement, and enable care
providers to use information more effectively. - www.ihe.net
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e The ability to share images and documents (e.g. an XML/CDA transfer of care)

e The need for a clinical data repository (CDR) to manage normalised data for
care, research and analytics as a source of quality harmonised data for the

Ark. CONNECTED
HEALTH CITIES

e The needfora CDR with normalised or harmonised patient data was seen as key to enabling the GNCR
as a HIE to support the research and analytics use cases. Both reference architecturesinclude consent
management functions and the complexity of the information governance challenges was highlighted
during the workshops.

Figure 5 : Revised Architecture

CLINICAL APPLICATIONS SERVICES PATIENT FACINGAPPLICATIONS
MULTI-VENDOR MULTI-VENDOR

CLINICIAN DECISON
MEVSS SUPPORT
PORTAL

DRV PATIENT
CONNECT- R
VITY

Health Information Access Layer
Connectivity & Transformation & Routing IHE
Process & Orchestration
Management & Monitoring including Consent
Security & Privacy IHE

o

S—

SERVICEBUS

MASTER TERMINOLOGY
PATIENT INDEX SERVICES

3.1.5 Publish and subscribe

A common theme in the use case workshops and provider and supplier interviews was for the ability to
receive ‘push’notifications when some items of data change oran event occurs (e.g. a client on a social
worker’s caseload is admitted to hospital). This model can be generalised to a wider interoperability
principle of conversations between a publisher and subscriber, which will also enable data and event
interchanges between carerecord services at national level.

IHE IHE CDR

A "Publisher" is defined as an organisation or service that provides data and a "Subscriber" is defined as
an organisation or service that expresses an interest in accessing a type of dataor set of data items fora
cohort of patients. The GNCR is ultimately a data management service that operates by accepting
published data, normalising it to a standardised format and standard terminology (SNOMED CT) and
storing on behalf of the publishers. Subscribers gain access to the data for an individual patient or cohort
or patients based on an information sharing agreement.

The vision for the GNCR is a managed information service which curates and brokers clinical and social
care content generated and published from many different sources and used in many different contexts.
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Curationis the process of harmonising the data and implies the responsibility to
protect, organise and maintain all contentin the interests of its subjects (the
people it is about and for who's' benefit it has been generated and is used).
Brokerage involves the stewardship and support of the interests and operations of
both the sources (publishers) and the users (subscribers) of this content. CONNECTED
HEALTH CITIES

The following diagrams outline how the "publish and subscribe" services would

need to work in support of the GNCR, providing a managed service independent of

where the data is ultimately curated and stored. These diagrams were developed by Professor Mike Martin
and Professor Rob Wilson from Newcastle University, in the context of their role as critical friends to the
CHC programme and their participation in the workshops.

Figure 6 : Publication Services

These also become
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conversation of care.

Publication Services managed by the Publication server:

e Placethe contentthatis being published in a space that may be accessed by an intended audience in
the future

e Require data to be registered in a space that is logically central to the federation (a group of
communities that make up a locality). Thus, based on a person's identification and role (security
level), they get the same response no matter where they are or where the data is from

e Must include a process of centrally indexing published content against patient identities using a Care
Profile Register and Publication Register for the community.

In Figure 6, the Data Trawler and Performance Reports are services provided by North East
Commissioning Support (NECS) based on existing access to relevant data. This is only representing a
small part of what NECS provides and is used for illustrative purposes in the context of the publisherand
subscriber relationship.
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Figure 7 : Subscription Services
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A session (a secure datarequest froma secure user through the Care Session Host) is the initiative which
connectsto the central Information Service Broker to make the required secure connection to access the
published data. This is how the MIG works today with one index and one register.

Figure 8 : Syndicated Subscription Services
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However, the uses cases clearly demonstrate that there are multiple Publishers so syndication is required
to create a session (Care Host Session) frommultiple publishers (Publication Servers) through the central
Information Service Broker, as illustrated in Figure 8.
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Figure 9 : Central Gateway Services Overview
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New models of care require coordination and data sharing across traditional boundaries, thus a Central
Gateway is required to ensure privacy and consent is managed across a wide range of data publishers and
subscribers.

In Figure 9, current health and care operations are represented below the red line and must be securely
managed. This is where:

e Many existing information governance agreements already exist

e NECS currently operatesto deliver performance reports and a wide range of analytics services to the
NHS today, and will benefit from higher quality near-real-time data in the future to deliver current and
new services to health and care partners.

Above the redline and to the left is where community, third party and patient Publishers and Subscribers
are managed to ensure a more complex set of IG regulations are adhered too.

Above the red line to the right is where Research is further separated fromthe data to ensure the
additional security and consent requirements are met (e.g. patient opt in for a clinical study).
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Figure 10 : GNCR Vehicle in the Gateway Services Model
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It was the consensus of the workshops that as a minimum, the GNCR represents the vehicle to centrally
manage the Gateway as a community shared resource (as shown by the green line in Figure 10). This is
covered in more detailin Section 6.

Additionally, while the desired state of the GNCR is for one Gateway forthe NE covering the full 3.6
million people, it was understood that funding, timing and otherissue may make this challenging, and
thus a secondlevel of Hubs may be required foreach of the local communities (Localities) to ensure they

can move forward at pace basedon local needs and capabilities.

Each of the second level Hubs would ideally be provided by the same vendor and support the same
Clinical Data Repository (CDR) described in Section 3.2. However, if this is not possible, each second level
Gateway Hub must adhere to the same IHE standards agreed by the centrally managed GNCR to ensure
interoperability across the NE region.
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Figure 11 : GNCR as the Gateway Services Vehicle
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Finally, it was understoodthat a third level of Gateway Hubs must be supported. These represent the
otherregional domains and would ensure the GNCR is interoperable with the rest of the UK. T his is
illustrated in Figure 11.

3.2 Potential Models for Data Management

In addition to the agreed need forthe GNCR to have a central Gateway to manage the Publish and
Subscribe relationships between the various stakeholders, there was also a need to address the options
around data management (including curation and storage) in terms of locations, replication and data
persistency.

The following sub-sections outline the core options considered.

3.2.1 Federated vs Centralised

The Federated model presents a pure integration approach where data is requested and results are
assembled in real time. This is essentially the approach taken now by the North East wide Medical
Interoperability Gateway (MIG) solution® and the Health and Social Care Information Exchange (HSCIE)®
Proof of Concept project in Sunderland and South Tyneside. It canbe effective for clinical carerecord /
real time care portal views, but presents challenges for reporting aggregated data as this could be slow
and pose high demands on repeated accesses of source systems in real time. Although central storageis
avoided, a consistent view of the data must be created rapidly from a disparate set of source databases.
Integrating further systems requires a full “point-to-point” integration each time.

> http://healthcaregateway.co.uk/services/detailed-care-record/
® http://www.necn.nhs.uk/wp-content/uploads/2016/03/HSCIE-South-TynesideCCG.pdf
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Figure 12 : Federated/decentralised model

Federated/decentralised Model 1
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The Centralised approach involves feeding all data into a common, central repository. This provides a
consistent “curated” data model, and allows simpler and faster aggregated reporting and research.
However, the centralised approach cannot guarantee that the datais as up-to-date as the Federated
Model, depending on how frequently the central repository is synchronised back to the source systems.

Writing back updates can also therefore be impacted by the synchronisation timing, but there are well
established technical methods to manage this.

Figure 13 : Centralised Model

Centralised Model
Central data repository. Each stakeholder sendsits datato a
centralrepository where is “curated” and “normalised”

' Central data repository

Sakeholder A Sakeholder C
Sakeholder B

Some high-level pros and cons of these two approaches are summarised in Table 1.
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Table 1 : Pros and cons of Federated and Centralised Architecture Models

Federated

Centralised

Live data transferred on the
fly

One view of data as there is
no duplication

Data is always up-to-date

If a feeder systemis offline,
data can still be viewed in the
centralised database

Consistent data model allows
simplified aggregate views
and reporting

Inconsistent data models
within each systemtherefore
difficult to view aggregate
data

When systems are offline no
datais available

Authentication more difficult
due to multiple logins

Delays may be experienced
due to performance demands
in real-time querying across
multiple systems

Performance may degrade for
operational (direct) users of
feedersystems as the
systems try to also handle
concurrent live care record
queries

Data could be out of date
depending on synchronization
timing

Risk of data duplication from
multiple copies, may include
inconsistencies which must be
explicitly resolved if there is to
be a single central
representation of those data

Central storage adds
additional IG and information
security implications as an
additional data processor,
which needs to ensure IG is
managed in near real-time
across the source systems

Central storage adds
additional costs and resources
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3.2.2 Hybrid Models

Given the strengths and weaknesses of the federated and centralised models,
hybrid approaches attempt to retain a blend of the benefits of both centralised and
de-centralised, while appropriately addressing their shared and differing

challenges. CONNECTED
HEALTH CITIES

An extension of the Federated Model, Model 3a, maintains a mirrored database
with each source systemto reduce load on the system, while allowing the data

model to be more consistent and hence easier to aggregate and fasterto query. No central repository is
used.

Figure 14 : Federated Hybrid Model

Federated Hybrid Model 3a
Like Federated but each Sakeholder sets up a mirrored/edge
database where data can be “curated” and “normalised” per the

agreed standards

Sakeholder A Sakeholder C
8 8 Ej 8 8 Sakeholder B izf? =
Inconsistent

Model 3b presents a true hybrid of Models 1 and 2, with only a partial central repository and other (more
real-time) data items remaining in source systems. If well designed and the data items optimised for the
best balance of timely data and consistency/ centralisation, this can offer an effective compromise.
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Figure 15 : Hybrid Model
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3.3 Data Architecture Model Comparison
The table below is meant to be high level and summarises some of the different attributes of each model.

Table 2 : Comparison of Key Attributes of various Potential Architecture Models

Organisational Participating

Governance organisation retains
control over their
healthcare information

Stakeholder Stakeholders retain

Governance datalocally and the

responsible GNCR
organisation actsas a
facilitatorand
convener, setting
policies and
regulations. The
responsible GNCR
organisation creates
the environment for
existing data
providers (Hospitals,
GP's, Patients, Social
Care, etc.) systems to
publish and subscribe

The GNCR
responsible
organisation has
control overthe
healthcare
information

Stakeholders decide
what data to share
and place it the
central GNCR
repository. The
responsible GNCR
organisation allows
data providers
(Hospitals, GP's,
Patients, Social
Care, etc.) connect
to the GNCR and
manage the publish
and subscribe
relationships
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The responsible
GNCR organisation
shares control with
the participating
organisations

Stakeholders decide
what patient datato
share, and if it is
held locally or
centrally. They
collectively
determine
information
governance
structures and rules
for the overall
systemand
maintain full
custodial control of
the data up to the
point they leave the
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Data Security
(data security
issues are
different but
complex
under all
three models)

Data Stored

Analytics

Performance
and scalability

to the data repository

Data security is less
complex however
where there may be
more flexibility in
what might ultimately
be pulled together,
there is more risk of
inferential disclosure
arising from
unexpected
combinations of data
items in certain
subjects

Locally but may use a
form of Record
Locator Services
(RLS)

Difficult with limited
support, but
approaches are
actively being
developed

Slowest performance
of the three but most
easily scalable with
respect to data
quality, staff
resources, technical
requirements (e.g.
hardware, network
bandwidth) basedon
the ability to focus on
the point of need in
the network

Data security may
be more complex
but could provide
better control due to
the central point of
control

Centrally - requires
new initiative

Easiest

Fastest performance
but could be harder
to scale due to the
need to manage
data quality, staff
resources, technical
requirements (e.qg.
hardware, network
bandwidth) based
on competing needs
and impact on
multiple
stakeholders
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edged database for
analysis or
integration

Data security is
more complex than
Federated and
allows for the ability
to manage a large
percentage of data
requests centrally

Local & Central -
leverages existing /
localinitiatives

Easier

Medium
performance and
scalability allowing
for the distribution
of resources based
on need and
availability
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3.4 Models currently in use

The diagram below shows some example Health Information Exchange models
already being used between partner organisations or across localities within the
GNCR region.

CONNECTED

Figure 16 : Examples of Data Sharing inthe North East Region HEALTH CITIES
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In addition to those HIE models outlined in Figure 16, there are other in-house developments within the
NE region. For example, Northumberland, Tyne and Wear (NTW) NHS FT hold the social care data locally
and display the information they receive directly in RiO (using a one-click view systemlike the MIG).
Northumberland Council make RiO data available from within their SWIFT social care system, whilst
Newcastle Council display the RiO data in a web portal.

Although current local data sharing examples feature single or small clusters of local organisations, these
architectures share the same principles that could be implemented as a larger regional deployment as
part of the GNCR.

3.4 Preferred architecture - the model “3c”

It is evident from the workshops and public documentation that in almost every domain of comparison, all
the models present a range of different benefits and challenges but their relative "difficulties" are less
easy to quantify. This heterogeneity is an excellent reason why the workshop felt the need to develop
another option, which enables a blend of the benefits of all models while simultaneously allowing their
respective challenges to be addressed appropriately. On balance, considering the above, a hybrid
approach provides a blend of the benefits fromboth alternative models ‘3a” and ‘3b’. This preferred model
was known as Model ‘3c', and combines smaller, local "edge” databases for each locality (the federated
hybrid approach from'3a") with a common data model combined with a larger centralised repository (as
used in the hybrid model '3b").
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This model offers flexibility to centralise datathatis less dynamic, retaining more
real-time data closer to source. However, it also allows data model consistency by
including standardised edge repositories.

CONNECTED
. . HEALTH CITIES
Figure 17 : GNCR Preferred Architecture Model
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The preferred option, 3c, will need to consider the likelihood that the GNCR may initially be developed at

each of the localitiesin parallel based on different priorities, resources and use cases, underthe
governance of the wider GNCR programme.

Based on this, early GNCR decisions will be required to determine where to manage the data forthe
patient and regional provider organisations that operate across all the localities e.g. NTW and NEAS.
Three initial options for consideration are: 1) centrally, 2) as theirown locality or 3) distributed. These

options are shown for Mental Health only in Figure 18, and not all potential provider organisations are
represented.
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Figure 18 : Regional Provider Options
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3.5.1 Locality model in practice

Each locality’ may operate the same edge repository at a second tier or Hub, (as outlined in Section
3.1.5), providing fasterlocal access for real-time care record interaction, and for locality-specific analytics
such as supporting operational planning and performance monitoring.

By way of illustration, the Figure 19 shows how the preferred model architecture would apply to the
Sunderland and South Tyneside locality including the existing data sharing programmes; 360, MIG and
HSCIE. This is based on more detailed work undertaken in By way of illustration, the Figure 19 shows how
the preferred model architecture would apply to the Sunderland and South Tyneside locality including the
existing data sharing programmes; 360, MIG and HSCIE. This is based on more detailed work undertaken
in Sunderland and South Tyneside but is illustrative and could change based on the wider GNCR priorities
and plan. In this example, NTW and NEAS are operating in the distributed model (Option 3 in Figure 18).
This does not mean this is the best or preferred option for regional providers since no discussion or
decision has been made, however this is something the GNCR governance function will need to resolve
before any locality based projects can start.

’ The definition of a locality can be fairly loose for the purposes of the GNCR, but it would represent a
community or cluster of partnerorganisations where thereis a need to share data locally in higher
volumes and with more flexibility than could otherwise be provided at a wider level. The naturallocalities
within GNCR seemto correlateto the STPareas, and this is consistent with Local Digital Roadmap (LDR)
plans.
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Figure 19 : Preferred Architecture Model as implemented in one of the North
East localities
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This locality features a mix of local integration models and feeder systems. The diagramalso includes
some of the features of practical implementation supporting research and analytics, based on the principle
that there will not be one centralised data warehouse for analytics and research and that multiple
suppliers and use case specific data marts will be fed from the GNCR Gateway.

Figure 20 representsan alternative approach to the Ark based on the current NECS service and
capabilities, and the potential for NECS to become a community interest company owned by the members
of the STP's or future ACS. In this option, NECS manages the Ark and evolves its current data warehouse
and data management services to include datafrom the GNCR gateway to provide services directly to the
care and academic organisations as well as to other suppliers in support of a secure ecosystemfor all
parties.
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Figure 20 : Alternative locality based Preferred Architecture Model
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3.6 Research and Analytics considerations

The project workshops and interviews arrived at a clear consensus for a physical "ARK” to provide
research and analytics services. This model can be well supported by the preferred “3c” architecture, as
users of aggregate data will be have access to a rich, secure and consistent data model drawn from the
localities and their respective care records.

Two broad levels of analytics can be considered:

e Tactical / operational analytics — short time horizon with near-to-real time alerting that can support
short term service delivery and planning.

e Research analytics - this typically has a longer time horizon and may cover a broader more diverse set
of source data.

3.7 Information Governance

The conclusions from the IG workstreamin this project have been that the GNCR presents an opportunity
to assist compliance with future legislation and guidelines. There was also a strong willingness to share
data within a safeguarded framework. If designed appropriately, the GNCR could streamline
administration of consent and provide much greater clarity and control to the patient/consumer.

3.7.1 Consent management

The agreed approach to consentis to provide easy to use and clear functions via the web and apps for
patientsto directly access the GNCR portal and manage theirown consent settings whilst being explicit
about the purpose of obtaining the consent. This functionality would be provided alongside other relevant
patient-facing features ratherthan creating a separate service with different look and feel.

The architecture will need to support patient consent management at a sufficiently granular level,
propagating updates across all access points and systems as patients make changesto their preferences.

3.7.2 Consent approaches
Consent types may include:
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e Consent forcontact (other care professionals to be aware who is in contact
with)

e Consent for records to be shared for care delivery purposes (although this
could be implicit, the GNCR could make this clear) CONNECTED

e Consent generally for secondary use of any kind HEALTH CITIES

e Consent specifically for research use, which patients may have different concerns with.

A patient portal approach would support setting safe defaults, providing choices and clear information
regarding risks available to the patient, and would allow the patient to change their mind overtime to
reflect new and future uses of their data. However, once a patient consents to provide their data for

research ora trial, it will be challenging to remove that data. This will need to be clearly communicated in
the consent communication programme.

3.7.3 Privacy assurance
The architecture must be able to manage consentin accordance with the patient’s preferences. However,
it must also be able to support breaches (“glass breaks”) and allow full audit trail of those cases, showing

who, when, where and why. The appropriate Privacy Officerin the source data’s organisation will need to
be informed and can alert the patient if requested.

3.7.4 Information Sharing Agreements

Sharing for Care purposes will likely already be covered by the existing Information Sharing Agreements
(ISAs) in place between partner organisations. However, the GNCR presents an opportunity todevelop a
common ISA template and to support the management of this. This work could potentially build on the
Information Sharing Gateway (ISG) used to manage ISAs for the MIG. In addition, in relation to future
data sharing for research analytics, it will be possible to draw on existing local experience in managing
data accessto major national/international cohort studies for compliant data sharing.

3.7.5 Readiness for up-coming legislation

e GDPR (General Data Protection Regulation)® being introduced in 2018 will place greater rigour on the
granularity, usability and understandability of patient consent. Without a tool such as the GNCR, this
would place a high burden on data controllers (often in practice the care professionals themselves) to
explain and offer choicesto the patient. Audit trails and history of accesses made will also be required
and could also be provided to the patient via the GNCR portal. This presents an opportunity for the
GNCR to support the region in compliance with this new legislation when it arrives.

e Caldicott 3 guidance was announced in 2016°, with the key development of an “opt-out” rather than
opt-in approach to patients consenting to their data being used beyond their direct care. The guidance
leaves some exclusions such as disease registers and statutory functions, and creates some grey areas
for researchers. For GNCR purposes, the architecture should be able to provide for opt-in or opt-out
defaults and will allow transparency for the patient that would otherwise not be possible with
conventional disparate systems.

3.7.6 Governance arrangements for IG

A cleartheme in all interviews and workshops has been the need foran appropriate governance structure
to be in place. This must avoid adding bureaucracy where possible but ensure that thereis clarity between
roles at regional, locality and individual partnerlevels. This is addressed in Section 6.

8 https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/introduction/
° https://www.gov.uk/government/publications/review - of-data-security-consent-and-opt-outs
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3.8 Architecture Interfaces to additional services
The platformmust also be able to interface at the ‘Search box’ level to wider third
party technologies such as publishing and subscribing to/from HealthVault,
Genomics England etc.

CONNECTED
HEALTH CITIES

This can be achieved with APIs and standards adherence as outlined in earlier
sections, but will also have implications for patient consent preferences and
authentication for data security.

4 Potential Supplier Assessment

4.1 Commercial Strategy
Four basic routes to procurement were considered as part of the Options Appraisal workshop session:

Figure 21 : Potential procurement approaches

One prime
contractor with sub-

contractors

Fully-managed
service option

l. Infrastructure
Il .Care Record
lll. Analytics

Agreed architecture
and standards

Central set of GNCR
Pre-qualified vendors standards

Negotiated pricing All localities free to
model for localities to procure

join independently

From these, the proposed option to achieve the GNCR is for a single, central GNCR procurement, single lot
structure, with one prime contractor forthe GNCR responsible for all subcontractors and the delivery of
the GNCR as a fully managed service for additional infrastructure/services to allow information exchange
between existing systems/services for managing the 'publish and subscribe' relationship in a consistent
manner forsharing data across the region. An alternative and viable option is for the HIE Gateway and
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Ark to be split and procured separately as long as the suppliers provided a clear
approach to interoperability and data sharing between their platforms.

Additionally, it was clear from those that attended the workshop that the GNCR
should not be a traditional procurement where a long set of detailed requirements CONNECTED
are pre-known, and will therefore need more of a developmental relationship. The HEAILTH CITIES
consensus was that detailed requirements would not differentiate the proven

vendors or improve the selection process, but would just serve to delay

procurement. Consequently, a partnership which should include some form of investment orrisk share
relationship along with the agreed high-level guiding principles (see Section 4.2) should be used for
primary supplier selection.

An innovative approach will be sought from suppliers which allows for a limited competition, exploratory
requirements and co-design with potential future IP sharing. In recent years' innovation of procurement
has become more closely aligned with relevant EU legislation and schemes, supported by AHSNs in terms
of developing partnerships and helping such procurement schemes move forward at a regional level.
Currently there are four main schemes available to NHS organisations that can be used to support
procurement of innovation. These are:

e Pre-Commercial Procurement (PCP), which focuses on procuring innovation R&D and shares the risks
and benefits of doing this between the procurer and the supplier

e Public Procurement of Innovation (PPI), which focuses on supporting early adopters of innovation and
helping them bring these products to market quicker

¢ Innovation Partnership, which is effectively a combination of PCP and PPI into a single scheme
enabling the procurement of research, development and service delivery through a single
procurement. This was believed to be the mostly likely option during the workshop discussion.

¢ Normal NHS procurement routes, which can be used to purchase innovation that is already well proven
in the marketplace.

Such schemes are critically important to overcome many of the barriers to procuring innovation which

include the separation of design and implementation stages, lack of incentives, restrictive and complicated
regulations and lack of procurement skills.

In addition, several discussions have been held informally with potential vendors to establish the viability
and interest in potential models and options. These vendors are listed later in this section.

4.2 Guiding Principles for Vendor Selection
The table below highlights some guiding principles that will inform vendor selection.

Table 3 : Summary of principles for Vendor Selection

Open culture The culture and approach of a suitable vendor
should be characterised by an open approach. This
does not necessarily mean open source, but at
least the supplier must demonstrate a willingness
to interoperate, to collaborate and to embrace
open standards throughout.

Support an Ecosystem The Vendor should provide a commercial and
technical ecosystemat a future point in time,
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Agile

Portable and repeatable

Track record

Patientas a
stakeholder

GNCR as a Service

Willingness to invest

allowing:

e Innovative start-ups / SMEs / researchers to
build and share apps on the platform with
optional revenue models

e Provide easy accessto consented patient data
to enable App development support, SDKs
tools etc.

The Vendor should be adaptable and offera
scalable business model / service model to match
the technology platform.
There could be a lead vendor heading a
consortiumof several delivery partners as it is
believed no one vendor can meet the full needs.
Wider than just the current region, the vendor
should allow for national replication and align with
the current NHS Digital reference architecture
which was under development at the time of this
report.
The Vendor must have a reputable track record. In
addition, they:
e Should be able to show delivery in similar
settings

e May not be from “the usual suspects” (could
offer international experience)

e Should be able to demonstrate delivery within
the available budget envelope

e Should be willing to consider risk sharing and
commercial innovation.

Patients should be able to access, annotate and
enhance theirdata, including consent, as a core
part of GNCR. In addition, patientsshould be
considered part of the stakeholder partnership and
therefore the Vendor must be able to show ability
to or experience with consumer-friendly design
and service provision, including consumer
consultation on design.

The GNCR Service must be able to pull together
and deliver the current in process and new
innovative programmes starting from yearone on
an architecture that ensures basic requirements
like N3 and HSCN connectivity, along with the
ability to deliver the vision of a data Arc that
supports multiple consent driven data safe havens
for a wide variety of research and analytics use
cases.

In the spirit of a partnership, the vendor should be
prepared to consider an investment tofund / co-
own the solution and deliver the service as part of
a risk share model.
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4.3 Insights from potential suppliers

4.3.1 General approach

Potential suppliers offer significant differences in approach, ranging broadly from
‘traditional proprietary’ models that tend towards creating large, centralised data CONNECTED
stores, through open source models building on the OpenEHR platform, to pure HEALTH CITIES
integration models based on Integrating the Healthcare Enterprise (IHE) standards

extending the concept of an Integration Engine or Portal to cover a large geography and set of
organisations.

It was agreed thatin addition to the guiding principles, suppliers needed to support the following core set
of capabilities to be considered as a potential primary partnerto deliver the GNCR service:
e Support a hybrid federated architecture

e Support a wide range of Open API's based on IHE (www.ihe.net) international standards such as FHIR,
DICOM, XDS and CDA

e Use a common consent architecture thatis compliant with Caldicott 3, ICO Guidance on Consent and
GDPR recommendations, which operates consistently and in real-time no matter who, when or where
the patient data is being accessed

e Provide a consent enabled normalised supplier neutral clinical repository for research, analytics and
other secondary use in adherence to Caldicott 3

¢ Demonstrate existing analytical applications, such as Population Health
e Demonstrate openness through the ease of integration with any another supplier's platform
e Support at a minimum the following services components:

- Record and Document Locator

- Identity and Role Management

- Master Patient Index

- Master Demographics Services

- De-Identification Engine

- Terminology services with support for standards like SNOMED CT

- Data Landing and Curation Services to ensure normalised data for research and analytics

- Data Extraction Services with prebuilt capabilities to securely integrate research platforms like
TransMart'°

- Alert Engine

- Rules and Workflow Engines that can incorporate guidelines like those from NICE
e Provide a Platform as a Service that:

- operates on the Health and Social Care Network (HSCN)

- Ensures that identifiable data for care is managed separately and securely from de-identified data
for secondary use in the Ark

10 http://transmartfoundation.org/
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- Scales beyond the 3.6 million people in the North East with sub second
response time across all clinical care use cases.

4.3.2 Supplier summary assessment
Due to the large number of suppliers that offer Health Information Exchange (HIE) CONNECTED
and Research and Analytics solutions, and the available time for this work, we HEALTH CITIES
focused our research and interviews on suppliers that:

e Met the guiding principles and core capabilities outlined above
e Offered innovative approaches or technology that might be lacking from other suppliers
e Have a relevant footprint in the region

e Have significant UK or global references.

Table 4 representsthe long list of the suppliers with whom we engaged as part of this work. It is not
meant to be an exhaustive list and represents an initial long list of potentially relevant suppliers based on
the above criteria, our previous experience and publicly available information. In addition to the suppliers
in Table 4, there are many others with a proven track record (such as Patients Know Best (PKB) for

patient engagement and collaboration and Aridhia and for analytics and research) that can provide value
added services as part of a secure and open eco-systemoperated by the Primary supplier.

The short list of suppliers has been determined based on those that meet most of the guiding principles
and core capabilities and are likely to be able to enterin a partnerrelationship including investment
and/orrisk share. In some cases, a supplier was shortlisted because their solution can be offered by a
partner or consortiumlead who was not on the long list (such as the large SystemIntegrators). The
shortlisting process is not meant to replace a more detailed supplier selection process as would be
undertaken during procurement, ratherto give the CHC an indication of the suppliers who would most
likely respond positively to further requests for pre-procurement activities.

Table 4 : Summary Supplier Assessment

Supplier GNCR Relevance Interview Short

Organisation ed Listed
(Primary)

AIMES Grid e Working on the NW CHC program with Y N

Services CIC notable success delivering analytics

e Proven experience deriving data
services tothe NHS and beyond

Arjuna e Standards based middleware solution Y N
that incorporates distributed consent
management

e POCin processinthe NE
Caradigm e A comprehensive population health Y N
management platform

¢ Platformincludes core services like
Identity Management in use across the

NHS
Cerner e Provides a globally proven HIE and Y Y
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Population Health Platforms

e Large UK customer base including a
GDE in the NE region

Endeavour e Provides a supplier neutral data access Y Y
Health / service that is designed to enable
Discovery access to databy other systems and

suppliers access being under the direct

control of local NHS organisations that

own and share the intellectual

property of the technologies within the

service

e Discovery is under development in
collaboration with East London NHS
Organisations

Graphnet e Provides a shared care record solution Y Y
for use by patients and clinicians with
the ability to support analytics suchas
population health

e Large UK only customer base with
several GNCR like programmes in
process

IBM e Able to support IHE standard HIE N Y
partnership with ForCare, combined
with robust research and analytics
platform

e A varied set of references available
that are relevant to GNCR

InterSystems o Provides a globally proven HIE and Y Y
Analytics Platforms

e HIE component services in wide use
across the UKincluding the NE

Marand e Provides a high-performancesolution Y Y
designed to store, manage, query,
retrieve and exchange structured
electronic health record data based on
the latest release of openEHR, a
Vendor-neutral structured clinical data
repository (CDR)

e Several GNCR size international
references, starting to gain traction in
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the UK with several POC's underway

Microsoft e Provide vendoragnostic cloud hosting Y Y
services and the ability to give the
patient control of their data on a local,
regional and national level including
patient generated data

e Can meet the wider HIE and Analytics
requirements through partnership with
some initial UK examples

MphRX e Provides a globally proven HIE and Y Y
Analytics Platform

e Provenin the US and new to the UK
market, distributed by NTT Data

Oracle e Provides a globally proven HIE and N Y
Analytics Platform

e Limited UK references with global
references at the scale of the GNCR

Operon e Provides a cloud hosted Y N
System implementation of the emerging UK

open architecture standards for

Electronic Health Records (EHRs)

e Focused on smaller providers and
would need a strategic partnerforthe
GNCR

Provides a globally proven HIE and Y Y
Analytics Platform

e Several UK NHS Trust customers
including one in the NE

Orion Health

Quicksilva ¢ Provides systems integrationand Y N
messaging services

e Strong capability around Spine
services including in the NE, could
support GNCR suppliers

Stalis e Specialistsin Electronic Integrated Y N
Care Records and NHS Data Migration

e Carelnformsolutionis based on
CareXML (data extraction, data
integration, data quality assuranceand
data transformation)
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Synapps + e A systemIntegrator working with Y Y
Alfresco several open source suppliers
e UK references are focused primarily on
document sharing
Tiani Spirit e Provides a globally proven open HIE Y Y

and Analytics Platform

e Proven global customer base with
several UK references and partners

4.3.3 Implications for GNCR

The GNCR represents the digital platformrequired to enable a learning healthcare systemacross the
North East and provide interoperability with the rest of the UK. The delivery of the GNCR is a complex
programme that will take several years to deliverand is made up of many different stakeholders with a
myriad of different requirements, digital maturity, expectations and capabilities. Like all digitally enabled
transformation programmes the more moving parts (like the number of systems and vendors), the more
complex the delivery becomes, along with greater costs and risks to achieve success.

The challenges of programmes like the GNCR has been well documented through many articles and white
papers of similar programmes throughout the world, and the costs of such programs are as varied as the

approach. Table 5 represents a few similar non-U.S. programmes to give an idea of the scale and cost of
effort required to transformcare with an enabling digital platform.

Table 5 : International Examples of Region Wide Shared Care Record Programme

Country Program Costs Source
Australia = My Health It was budgeted to cost = Greenwood, Stephen. Political
Record AU $466.7m but had capital: Theelectronic health
(previously = surpassed this to AU record challenge. AJP: The
known as $766m before the Australian Journal of Pharmacy,
the actual launch datewith ' v.93, no.1103, Apr 2012, p.18-19
Personally | the final figure still tobe = (ISSN: 0311-8002)
Controlled  calculated Hilvert, John. NEHTA shrugs off
Electronic o £285 million health records patent threat.
EEELR theinitial go live of  https://myhealthrecord.gov.au/inte
( ) a 23 million rnet/mhr/publishing.nsf/content/ho
population me
e Scopeis a subset of
GNCR
Singapore National SGD 117 million as of https://www.moh.gov.sg/content/
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https://myhealthrecord.gov.au/internet/mhr/publishing.nsf/content/home

https://myhealthrecord.gov.au/internet/mhr/publishing.nsf/content/home

https://myhealthrecord.gov.au/internet/mhr/publishing.nsf/content/home

https://www.moh.gov.sg/content/moh_web/home/pressRoom/Parliamentary_QA/2010/Update_on_the_National_Electronic_Health_Records_System.html



CONNECTED

HEALTH CITIES
Electronic 2011 moh web/home/pressRoom/Parlia
Health e £67 million mentary QA/2010/Update on the
Record National Electronic Health Recor

e 5 million people

(NEHR) _ ds System.html
e Scope like GNCR
Sweden Swedish A cost of SEK 628 https://skl.se/download/18.3a347c
healthIT million to keep the 0515aeb6522634dc08/1490345825
project - platform going 715/Bilaga+6+-
national e £56 million +Inera arsrapport 2015.pdf
patient

10 million people
e Scope like GNCR

data access

Slovenia | Moving HIS By 2023, the total https://joinup.ec.europa.eu/comm
applications ' investment was unity/epractice/case/slovenia-
to central expected to grow to 133 moving-his-applications-central-
eHealth million Euro ehealth-platform
platform e £113 million

e 2 million people

¢ GNCR scopeisa
subset of the
program

The GNCR's population of 3.6 million covera wide geography with a highly fragmented and diverse
number of existing suppliers, several of whom can fulfil the primary supplier role, resulting in no clearor
obvious choice. Ultimately the costs, willingness to invest and partnership structure will be key to
selecting the primary supplier.

The true cost of the GNCR is difficult to estimate at this stage of the process due to the following factors:

e The supplierinterviews, information provided and market research highlights the many ways suppliers
price their offering, making a comparable calculation impossible

e Integration will be one of the most complex and costly factors of delivering the GNCR and that effort
goes beyond the scope of this report
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Considering the limited supplier pricing available at this stage of the process, and
extrapolating from public information and our experience with other similar
programmes, we believe the total cost forthe GNCR over a 10-year period would
be between £36 million and £56 million based ona cost of £10 to £15 per person
respectively, which would average out to £3.6-5.6 million annually (though there CONNECTED
would be more implementation costsin the first three years). This costs includes HEALTH CITIES
not only the GNCR platform but the wider programme management, governance,

change management and wider costs to deliver and operate the GNCR Service in support of the STP's and
emerging MCP, ACO & ACS models, underpinning the overall transition to value or outcome based
healthcare.

Estimated pricing from the suppliers that did respond were in the range of £5 million to £15 million for the
GNCR platformas a service overa 10-year period which would average out to £500,000 to 1.5 million
annually (though there would be more costs in the first three years due to one-time implementation and

integration costs). The actual costs are expected to be at the high end of the range based on similar
programmes internationally.

This cost estimate does not include all the additional suppliers that will be able to connect to the GNCR

over time fora wide range of additional use cases that will require their own business case, some of which
cannot even be imagined today,

5 Benefits Assessment

The following non-exhaustive list summarises the GNCR benefits identified form the process of interviews
and workshops carried out in this project. Additional benefits have been identified froma brief review of
the Local Digital Roadmap plans across the North East, and it is clear from an analysis of local STP plans
that the development of Accountable Care Organisations or Systems (ACOs / ACS') cannot be delivered
without the GNCR platform.

Table 6 : GNCR Benefits Summary

Prevention of wasted home visits by | Care record | Efficiency Locality / region-wide
being notified that service user has

been admitted

Fewer wastedtests upon patient Care record | Efficiency Locality / region-wide
transferthrough improved transfer

of care process with real time

information sharing

Reduction in costs foritems like Care record | Efficiency Locality / region-wide
stamps in support of the current

manual paper based process

Avoidance of medication errors and | Care record | Patient safety, Locality / region-wide
over-prescribing by improved efficiency

medicines management across all

care providers

Faster discharge process from Carerecord | Efficiency Locality / region-wide
acuteto social care reducing length

of stay and increasing flow

End of life care pathway that better | Care record | Service Locality / region-wide

respectsthe patient’s preferences improvement,
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Reduced errors in patient records
by streamlined and transparent
process for flagging and correcting
Improved detection and reporting
of potential abuse through sharing
of risk flags

Reduction in delays to patients
receiving treatment in an
emergency

Improved accessto the full care
record of the patient, independent
of the setting of care, to improve
clinical decision making

Reduced hospital admissions
through access to previous patient
history, including diagnostics
Improved patient experience
through not having to repeat
clinical and demographic details
Better support forintegrated care
and long term condition
management (joint assessments
etc.)

Accessto largerand more up-to-
date datasetsforresearch

Ability to record link information
from routine information systens to
more detailed specialist research
data (e.g. fromcohort studies) will
produce much richer (as well as
larger and more-up to date) data
for research

Reduced avoidable mortality
through predictive analytics

Improved demand management for
ED services through near-real time
analytic monitoring of leading
indicators

Improved population health
planning

Improved risk stratification of
patient cohorts fortargeted
interventions including clinical trials

Care record

Care record

Care record

Care record

Care
Record

Care
Record

Care
Record

Analytics

Analytics

Analytics

Analytics

Analytics

Analytics

efficiency

Patient safety,
efficiency

Patient safety,
efficiency

Patient safety,
efficiency

Patient safety

Patient safety,
efficiency

Patient
experience

Patient safety,
efficiency

Service
improvement

Service
improvement

Service
improvement,
efficiency
Service
improvement,
efficiency

Service
improvement

Service
improvement,
efficiency
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Locality / region-wide
Locality / region-wide
Locality / region-wide

Locality / region-wide

Locality / region-wide
Locality / region-wide
Locality / region-wide

Region-wide

Region-wide

Locality / region-wide

Region-wide

Region wide

Locality / region-wide
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HEALTH CITIES

Reduced costs of record integration | Care Cost Locality / region wide
compared with piecemeal approach | Record/ improvement

Analytics
improved economic prosperity Care Service Locality / region wide
derived from local impact on Record / improvement,
industry directly through Analytics patient
participation and indirectly by experience

better care management and
availability for work

5.1 Principal beneficiaries
Beneficiaries include:

Patients and carers / families

Care professionals in all settings and roles

Care provider organisations in terms of efficiencies and patient / client safety improvements
Care commissioners in efficiencies and improved outcomes

Research community, in terms of improved quality of data and potential for greater impact.

5.2 Quantifiable benefits

Measurable benefits are difficult to quantify due to the lack of mature examples of similar systems and
lack of details around the scale of GNCR footprint. Once some assumptions can be made for numbers of
patients, levels of activity and numbers of organisations included, then substantial levels of efficiencies
and savings should be quantifiable.

6 Governance and Service Management Arrangements

This section considers the required governance arrangements for the platformgoing forward in terms of
ownership, setup and on-going service management, delivery vehicle and governance arrangements.

6.1 Options considered
Several possible governance models were considered in terms of:

Custodianship - who will be responsible for the care record service, system and data?

Service management — who will manage the underpinning architecture and the service associated with
delivering the shared care record?

Delivery - how will the service be delivered and supportedin practice? In particular, *“Who do you call”
when there is an issue?
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e Governance - what will be the data and service governance arrangements in
terms of performance management against SLAs, its funding, legal aspects,
and Information Governance responsibilities?

Options under each of these factors were considered against a set of criteria in an CONNECTED
Options Workshop, and options were eliminated where they failed to meet the HEALTH CITIES
criteria.

However, as the factors are closely inter-related, rather than select a preferred option against each factor,
a single preferred solution was agreed at the end of the workshop.

6.1.1 Ownership options
Ownership options considered were:
e A new joint-ownership vehicle such as a limited company or social enterprise
e A hosted entity within an:
- existing NHS organisation
- existing local authority organisation
- academic institution
- other existing local body (such as the AHSN).
e A vendor-owned service

e Existing national organisation, such as NHS Digital.

6.1.1.1 Ownership criteria

The workshop concluded that the optimum ownership model needs to possess the following
characteristics:

e Ability to procure directly to reduce delays

e Legislative compliance (carry legal authority as an entity), including IG and Data Handling
e Ability to mandate that all partner organisations sign up

e Able to start quickly, avoid delays due to disputes and undue bureaucracy, and has sufficient authority
/ mandate to start the programme

¢ Not for profit to avoid public misconception.

6.1.1.2 Ownership options eliminated
A vendor-owned entity was eliminated as this could face public perception issues as a 'for- profit entity'. A

national organisation may not be ‘ready to start’, although could eventually take over the ownership of
the service.

6.1.2 Service management options
Service management options considered were:

e Fully in-house service
e Partially managed service (small central function)

e A fully managed service such as an outsourced partner.
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6.1.2.1 Service management criteria
The service management function will need to coverthe following:

e A minimum skillset at the core to act as an “intelligent customer” for a partial

or fully managed service. CONNECTED

- _ _ HEALTH CITIES
- Ability to pull-in seconded NHS skills where needed

- Outsourcing contract management
- Set standards
- Manage the development and service roadmap.
e Ability to act as the Design authority, covering:
- Principles
- Standards
- Frameworks.
¢ Communications, ensuring consistency of message
e Data protection, legal and compliance, including insurance / Indemnity
e Carry responsibility for (even if delivery outsourced):
- Infrastructure
- Applications
- Data.

6.1.2.2 Service management options eliminated
The fully-managed option was eliminated as the need to retain skills and oversight in-house were

considered by the workshop attendeesto be too important. The fully in-house model was also considered
unlikely to be able to meet all the requirements for specialist skills and experience.

6.1.3 Delivery model options

Delivery models considered were:

e Multiple local NHS Organisations

e Single NHS Organisation (Hosted)

e NHS Shared Service (Hosted)

¢ NHS Owned Joint Ownership Company
e Outsourced third party.

6.1.3.1 Delivery model criteria

The delivery model must:

e Be an agile vehicle, suited to disruptive innovation
e Ensure appropriate governance arrangements

e Can deliver the set-up / transformation programme

e Offer efficient and effective delivery of on-going “business as usual” (BaU) services.
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6.1.3.2 Delivery model options eliminated

Delivery by multiple organisations was eliminated as this approach would be
unlikely to mobilise efficiently or offer the required agility. Delivery by an
incumbent organisation was felt unlikely to bring the required disruptive
innovation. The Innovator’s Dilemma'’ demonstrated that well-performing
incumbent organisations are rarely best placed to drive the level of disruptive
innovation that the GNCR will introduce.

CONNECTED
HEALTH CITIES

6.1.4 Governance options
Governance arrangements considered included:

e Single NHS organisation’s Board

e Partnership Board (e.g. CHC, AHSN)
e Federation Board

e Joint Ownership Company Board

e Standards Body (“light touch” only).

6.1.1 Governance option criteria
Governance arrangements must:

e Show and use clear lines of accountability

e Provide adequate assurance of governance overthe service management arrangements to meet the
requirements of members

e Must be resilient to change as new members join and others withdraw over time
e Provide assurance of equity towards all members’ requirements

¢ Allow for eventual de-commissioning.

6.1.4.2 Governance options eliminated

The light-touch standards body would be unable to meet the requirements which extend far beyond
simple standards assurance. A single NHS organisation’s board, while appearing to offer a ready-made
solution, would not be perceived as equitable to allmembers (especially to local government and
academic stakeholders) and would in practice be unlikely to be able to offer capacity for the functionin
addition to its existing duties.

6.2 Preferred solution
Following discussion, it was clear that the options identified had a high degree of interdependence and
therefore a combined solution was proposed.

6.2.1 Preferred ownership model: a joint ownership vehicle

The consensus preferred ownership model was for a joint-ownership vehicle to be formed for the
dedicated purpose of leading development of and overseeing the delivery of the GNCR. This vehicle would
be owned by the stakeholder/ member organisations, and would have appropriate articles of association,
policies, procedures, management controls, indemnities and safeguards in place to meet statutory
requirements.

1 “Innovator's Dilemma: When New Technologies Cause Great Firms to Fail”, Clayton Christensen 1997
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This company could take the formof a social enterprise or similar structure.
Whatever the legal structure, it was agreed that this should be a not -for-profit
entity to avoid both public misconception and possible tax liability.

It was noted that the Academic Health Science Network could assume this role, CONNECTED
although its membership currently does not include all the GNCR stakeholders. HEALTH CITIES

6.2.2 Preferred Service management and delivery solution

The joint-ownership company would operate as a partially outsourced service retaining its core central
functions and governance.

The diagram below illustrates how the activities and resources of the delivery vehicle will evolve from an

initial development programme to a service management model as the service becomes operational and
shifts to Business as Usual (BaU) over time.

Figure 22 : Ssummary of the proposed Delivery Vehicle arrangements

Delivery Vehicle, Service Management and
Governance Arrangements

&
Dedicated Joint Ownership Company
team
Outsourced
People delivery
moving as
role changes
v

Local l I | I I

expertise as G

During the setup and transformation phase, the delivery vehicle will focus on Programme Management,

using a Programme Management Office (PMO) to drive delivery via temporary teams with appropriate
technical, business change and commercial procurement skills and experience.

Once the service is operational, a “business as usual” or BaU service management capability will be
required. This would cover:

e End user support, which would need to be “tier 1” (customer facing) for end users directly using the
GNCR tools (i.e. care professionals and researchers)

e A “tier2” service to the individual stakeholder organisations’in-house ICT support teams for matters
concerning GNCR being accessed through or integrating with local systems

e Public user support for patients directly accessing the GNCR portal
e Back-end maintenance, system administration, development, upgrades and testing

e Interfacing to new feeder systems and third parties
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e Supporting the ecosystem such as app developers building on GNCR APIs.
The diagram below illustrates this model.

Figure 23 : Proposed Business as Usual Service Management Model
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6.2.3 Resourcing

The delivery vehicle could be resourced by a combination of outsourced specialists (especially during the
setup and transformation phase) with expertise fromthe local stakeholder community as required, either
on a secondment or a consultative basis.

Resourcing for BaU operations can either be outsourced to the selected vendor partner or built as anin-
house team. This decision can be made as part of the commercial workstreamduring the setup and
transformation phase.

6.2.4 Preferred governance arrangement
The Joint Ownership Company Board would act as the statutory group for governance, but this would take
the form of a Partnership Board style of operation along the lines of the CHC and the AHSN.

The Options Workshop proposed a more detailed governance structure. The diagrambelow summarises
this initial structure, which would evolve as the serviceis developed and moves into BaU:
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Figure 24 : Proposed initial GNCR governance structure

Council of
stakeholders
(JoC board) CONNECTED
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Advisory
Board

Executive
Team

e The Council of Stakeholders would set the direction, with a clear vision and benefits realisation
strategy.

e The Advisory Board could bring academic, clinical, technical and commercial expertise to support
strategic planning

e The Executive Teamwould be empowered with the autonomy to act and report back to the Council

e The Programme Management Office (PMO) would lead project and programme management, so that
the service setup and transformation is delivered to ensure benefits are realised in line with the
benefits realisation plan.

6.3 Potential funding arrangements

At present, funding sources could eitherbe central orlocal (i.e. “top-down” or“bottom-up”). Individual
STPs may be able to fund local care record developments although the timescales and budgetary
challenges make this option unlikely.

Various central funding options may be available for CHC to “kick start” the GNCR, but again these
options carry risks and uncertainty around timing and budgets which would present major constraints and
dependencies on the GNCR moving forward.

The recommended funding route therefore would be to seek vendors willing to finance the programme
directly. Various shared business models can be explored, either with full or part repayment overthe
lifetime of the contract, or via shared IP and replicable sales of the co-designed solution nationally and
internationally.

This route does not preclude thelocal or central funding models to also contribute, but ensuresthat
momentum is not lost.
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7 Project Plan

This section recommends a high-level roadmap for the next two years to set up
and implement the GNCR. The suggested approach is based on a proven process CONNECTED
used in numerous large-scale collaborative innovative development programmes. HEALTH CITIES

However, GNCR alone will not drive efficiencies and improvements to care without
being underpinned by a well-coordinated change programme. This will position GNCR to become a key

enabler of the wider transformation programme in support of the delivery of the aspirations of the five -
year forward view and new models of care delivery.

7.1 Workstreams overview

To simplify programme management, activitiesin the first two years can be grouped under the following
four recommended workstreams:

e Governance: Establishing the new legal entity, setting up the programme management office (PMO)
and mobilising the procurement process

e Commercial: Including pre-commercial supplier engagement to support selection of a strategic
partner, and developing a joint business model to finance the development and roll-out of the GNCR

e Implementation: Starting with a Design Authority, this will involve co-designing the technical platform
with the lead supplier through a series of agile “sprints” to develop, test and deploy in a measurable
and incremental process

e Communications and engagement: To ensure buy-in from data controllers (especially in primary care)
as well as the public and other key stakeholders, including the third sector.

Each workstreamwill require a different skillset and can comprise a mix of core team plus seconded staff
from stakeholder organisations and bought -in expertise as needed.

It should be noted that Information Governance is a cross-cutting theme that will impact on all four

project workstreams, and will be incorporatedinto the relevant workplans of eachworkstreamas
required.

Figure 25 : Summary Project Plan for GNCR development

GNCR Roadmap vl 2017-18 2018-19
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

Governance

Initiation
Monitoring
Review
Commercial
Business case
Procurement
Contract negotiation
Monitoring
Implementation
Design
Development
Roll-out
Communications
Mabilisation

Delivery
Monitoring
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7.1.1 Governance workstream
The governance workstreamwill contain the following activities:

7.1.1.1 Initiation
Governance will start with an Initiation phase in Q1 and Q2 2017/18. This will CONNECTED

cover: HEALTH CITIES

e Appointing a Programme Directorto oversee programme delivery, and Workstream Leaders for each
of the four workstreams

e Establishing the Programme Board, with stakeholder-representative membership, appropriate Terms
of Reference, Benefits Realisation Plan and a Programme Definition Plan.

e Establishing a Programme Management Office (PMO) to run and co-ordinate day-to-day activities
e Legal preparation towards the new delivery vehicle

e Establishing the Joint Ownership Vehicle.

7.1.1.2 Monitoring
Once operational, fromQ3 2017/18 onwards, the Governance workstream (via t he PMO) will perform
regular monitoring of the overall programme against budget, timescales and quality metrics.

7.1.1.3 Review
From Q3 2017/18 onwards, the Governance workstreamwill measure progress against the Benefits
Realisation Plan.

7.1.2 Commercial workstream
The commercial workstreamwill consist of the following activities:

7.1.2.1 Business case

Regardless of whether central funding can be identified orif a vendor may be willing to finance the GNCR,
a full business case is necessary to ensure an auditable process has been followed. Even with central or
vendor funding, each stakeholder organisation will incur direct capital and revenue costs as well as
needing to allocate staff resources to the design and implementation phases. A solid business case will
ensure that appropriate staff time and money are allocated.

A Strategic Outline Case will need to be prepared and approved firstly by the Programme Board, whichin
turn will need to seek authority from the stakeholder organisations to go ahead.

Following approval, an Outline Business Case (OBC) can be quickly prepared based on the work in this
study to demonstrate the strategic, economic, financial, commercial and management cases for the full
investment required. This can be used by each stakeholder organisation for approval through its
respective executive team, board and appropriate finance committees. If required, this can also be passed
to NHS Improvement (NHSI) for approval.

A Full Business Case will follow once the preferred vendor has been appointed and accurate cost and
benefits models have been created. Again, this can follow the approval process for each stakeholder,
including NHSI and NHSE if appropriate.

7.1.2.2 Procurement

This activity will follow an appropriate route fromthe options described in Section 4.1 (such as Innovation
Partnership or Pre-Commercial Procurement), subject to vendor discussions and approval of the OBC.
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7.1.2.3 Contract negotiation

At the end of the procurement process, a period is allocated for vendor

negotiation, considering the large number of stakeholders and the potential foran

innovation value proposition. It is envisaged that negotiations would be led by the

Commercial Workstream Leader. CONNECTED
HEALTH CITIES

7.1.2.4 Monitoring

Forthe remainder of the programme duration, the Commercial Workstream will

revert to contract monitoring, ensuring that the appointed vendor(s) deliverin line with their contract,
and that the GNCR and its stakeholders meet their obligations to avoid any potential penalties.

7.1.3 Implementation workstream

Although this workstreamis primarily technical, it is recommended that a multidisciplinary approach be
taken, combining technical leadership with strong care professional and researcher engagement at all
stages.

7.1.3.1 Design

The Design phase will involve establishing a Design Authority to establish standards, best practice, set up
user engagement and advisory groups, and to map out the development processin more detail. Much of
this work can commence prior to appointment of the vendorto avoid delays laterin the programme.

7.1.3.2 Development
To maximise innovation, an agile development approach is recommended, using ‘sprints’ as a method to

‘build-measure-learn’ rapidly, involving clinicians, researchers and developers working intensely to solve
well-defined use cases.

In parallel to this approach, the more conventional build process can get underway to customise / create
local instances of the vendor's tools and platform.

Integrations / connections with key feeder systems can be run systematically based on an agreed
Connection Strategy, with a consistent and rigorously applied sign-off process.

7.1.3.3 Roll-out

It is recommended that roll-out be planned on a locality-by-locality basis. Although the high-level
roadmap suggestsroll-out not tostart before Year 2, in practice the development activity may deliver
working instances ahead of this for the initial localities.

7.1.4 Communications and engagement workstream
The communications workstreamwill consist of the following activities:

7.1.4.1 Mobilisation

Mobilisation will include:

e Appointing PR and media partners/suppliers

¢ Developing and agreeing initial messages

e Designing an Engagement plan and press plan

¢ Using social media and stakeholder’s existing networks to maximise reach to the general public.
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7.1.4.2 Delivery
From Q3 2017/18 onwards, the workstreamwill move to delivery against the plan,
engaging with the public, project stakeholders and the press as appropriate.

7.1.4.3 Monitoring CONNECTED

As part of the engagement plan, a monitoring plan will be needed to measure and HEALTH CITIES

monitor reach and gain feedback so that action can be taken where necessary to
rebalance channels / messages as necessary.

7.2 Key milestones
In summary, the key milestones in the roadmap are as follows:

Table 7 : Summary of Key Project Milestones

Programme team appointed and mobilised June 2017 Governance
Joint ownership company established Sept 2017 Governance
OBC approved June 2017 Commercial
Preferred supplier appointed Dec 2017 Commercial

High level solution design signed- off Dec 2017 Implementation
First digital care record use caselive June 2018 Implementation
First analytics use case live Sept 2018 Implementation
All localities live with digital care record Mar 2019 Implementation
Initial communications issued June 2017 Communications
Programme benefits announced Sept 2018 Communications

7.3 Risks and risk management
The table below summarises the high-levelrisks in this project. These have been mitigated as faras

possible in the design of the workstreams, and will need to be monitored and managed by the Programme
Directorand PMO.

Table 8 : Summary of Key Project Risks

Financial risks — mainly funding sources yetto
be identified, solution unaffordable or

Delay Explore supplier

investment / ‘
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potential project cost overruns

Commercial risks - value proposition with
suppliers yet to be tested

Governance risks — new structure yet to be
setup and commissioned

IG risks — mainly data controller acceptance,
especially primary care

Technology risks around integration with
closed platforms / existing suppliers not
willing to open up their source systems

User acceptance risks - Clinicians refusing to
use the systemfor clinical decision making,
researchers for research studies etc.

Public acceptancerisks - Concerns over
privacy and data protection, systemnot easy
to use etc.

Data quality risks - Variable or poor data
quality reduces systemtake-up

Service management risks - GNCR does not
have appropriate levels of support in place to
underpin clinical service delivery

Delay

Delay

Delay

Delay, cost,
project
outcome
Delay, cost,
project
outcome

Delay, cost,
project
outcome

Delay, cost,
project
outcome

Delay, cost,
project
outcome
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Undertake data
quality audit for
existing data as a
matter of urgency
Ensure appropriate
service levels in
place in the
contract, including
business continuity
and disaster
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Appendix1 Documentation Provided by CHC
organisations
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Individual Organisati |anccas |

Shared Care Record |
Digital Strategy

Clinical Systems List
Workflow / pathway solutions
System architecture

Northern Doctors |NECS

[

€CG|cDDFT [TEWV FT| BC |Stockton BC | Health [NTW FT|South Tyneside FT |NE South Tyneside Council |City Hospital

BI/DW Tools
Other Docs

Information Governance
DSAs
PlAs
FPNs

3rd party processors
IG Information Asset Register

16 Toolkit

ICOi J / penalties

LHC / STP Area [CHC Cumbria CCG | DDES, Darli and ND CCG |Hartlepool and k cG le and head C(North Tyneside CCG |Northumberland CCG |South Tees CCG [South Tyneside CCG derland CCG
CHC Level

Stakeholder lists
GNCR scoping / requirements _
GNCR Brief / PID

Baseline mapping
Project
Minutes of Project Meetings

LDRs
STP Plans
Other system wide docs

Health research projects
System wide ISAs
Cross-agency working
Consent architecture

Volumetric data
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Appendix 2

Name

Nick Booth

Val Maddison
Rick McLeod
Chris Kewin
Brian Lonsdale
Lianne Cotteril

Deborah Bowden

Jacqui Fawcett
Paul Calvert
Maria Williams

Darren Mckenna
Farouqg Din

John Fraser
Nick Black

Darren Rigg

Tracey Best
Mark Thomas
Paul James
Mark Holland

Jon Gair
Jon Potts

David Thompson

Alastair Beattie

Jonathan Harness

List of Project Interviewees

Role

CIO

(Analytics)
(Analytics)
Deputy Head of IT
Head of IT

(IG)

Transformation Delivery
Manager

Head of Programmes
Programme Manager
Senior Project Manager

Director of informatics

Interim Associate Director of
E-Health

(IT)

Deputy Director of Informatics

IG Manager

(IG)

Director of Health Informatics
Technical Services Manager
Tech PM

Head of Informatics -
Infrastructure

Infrastructure Manager

Information and Development
manager

Head of Information and
Statistics

GP and CCIO

Organisation

Connected Health Cities
NECS
NECS
NECS
NECS
NECS
NECS

NECS
NECS
NECS

Northumberland, Tyne
and Wear NHS FT

Cumbria Partnership
NHS Foundation Trust

NUTH

Gateshead Health NHS
FT

Gateshead Health NHS
FT

Northumbria Healthcare
Northumbria Healthcare
Northumbria healthcare
Northumbria Healthcare

Northumberand, Tyne
and WearNHS FT

Gateshead Health NHS
FT

Gateshead Health NHS
FT

Northumbria Healthcare

Newcastle & Gateshead
CCG
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Phil Stamp

Joe McDonald

Gbenga Afolabi
Ben Kaner
Steph Downey
Janet Kelly
Tony Naylor

Gillian Colquoran

Andrew Izon

Gareth Forbes
Graham Earl
Neil Dobinson
Kai Sander
Stephanie El
Malak

Ian Saunderson
Richard Yaldren
Paul Gibson
Matthew Beattie

Deanna Lagun

James Bell

James Caroll
Scott Watson

Andy Hart

(A&E consultant & CCIO
Psychiatrist & CCIO

Medical director

Head of IT strategy
Director of Social Services
Matron

AD ICT

AD fordigital programmes

Director of Health Informatics

GP partner, director of GP
federation

Business Mgr and IT

IG Lead

GP Clinical lead

Delivery Suite Manager

Informatics lead

Informatics Lead

Interim Programme Manager

GP Clin Dir, LTC, NEAS -
integrated urgent care hub
NHS 111 service

Head of safeguarding,
designated nurse for child
protection

GP, community integrated
teams project in the west

Chief of Information Security

Director of Contracting and
Informatics

Director of Information
management

Northumbria Healthcare

Northumberland, Tyne

and WearNHS FT

Northumbria Healthcare CONNECTED
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North Tyneside Council
Gateshead Council
Northumbria Healthcare

North Tees and
Hartlepool

North Tees and
Hartlepool

CDDFT

Derwentside Healthcare

Hartlepool and Stockton
CCG

North Tees and
Hartlepool

Hartlepool and Stockton
CCG

North Tees and
Hartlepool

Tees, Eskand Wear
Valleys NHS FT

Tees, Eskand Wear
Valleys NHS FT

Sunderland CCG
South Tyneside CCG

Sunderland CCG

Sunderland CCG

South Tyneside FT
Sunderland CCG

City Hospitals
Sunderland
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Simon Joyce

Kathryn Walvin

Aaron Tucker
Sharon Lowes
Emma Anderson

Rachel Daurat

Kevin Joisce

Chris Bartlett
Matt Thubron
Mike Jarman
Andrew Macin
John Mawson
Conn Crawford

Andrea Adams

Rachael Forbister

Florence ??

Chris Plummer

Mark Lovell

Paul Nicholson
Scott Wilkes

Yvonne Salkeld

Mark Dornan

Mike Martin
Ian Briggs

Camila Caiado

Andrew Fisk

Rachel Oughton

Network Services Manager

Intelligence Lead
Service Manager for Therapies

Adult Social Care Team
Manager

ED Consultant, CCIO, Ass Med
Dir

Business Relations, ICT Unit

Head of Information Services

MCP Vanguard PMO

Technology Enabled Care
services

Palliative care clinical lead

CCIO and consultant
cardiologist

CCIO and consultant
psychiatrist (LD)

Director of IT

GP and Professor of General
Practice

Head of IG
CCG Chair

Senior Research Advisor

Lecturer, Department of
Mathematical Sciences

Information Security Project
Advisor

Department of Mathematical
Sciences

City Hospitals
Sunderland

City Hospitals
Sunderland

South Tyneside CCG

Sunderland City Council
Sunderland City Council
Sunderland City Council

City Hospitals
Sunderland

Sunderland City Council
Sunderland CCG

South Tyneside FT
Northern Doctors
Northern Doctors
Sunderland City Council
Sunderland CCG
Sunderland CCG

Sunderland CCG
NUTH

TEWV

NEAS

Sunderland University

Cumbria Partnership

NHS Newcastle
Gateshead CCG

Newcastle University
Connected Health Cities

Durham University

Durham University

Durham University

CONNECTED HEALTH CITIES NENC / The Great North Care Record
The Core, Science Central, Bath Lane, Newcastle upon Tyne, NE4 5TF

CONNECTED
HEALTH CITIES

C‘ . Great North
‘-J Care Record

Page 75 of 80
July 2017 © 2017 Newcastle University





Appendix 3

Digital Care Record

Name

David Oxenham
Gareth Forbes

Ian Scholfield
Kevin Joisce
Kai Sander
Louise Wilson
Lynn Eddon
Lynne Thompson
Maria Williams
Matthew Alexander
Paul Gibson
Phil Stamp
Richard Glennie
Scott Watson
Steph Downey
Tim Goodship
Trevor Smith
Mike Martin
Ian Briggs

Joe McDonald
Kate Lambert
Mark Walsh
Nick Booth

System Architecture

Name
Kathyrn Walvin

Gillian Colquhoun

Requirements Workshop Attendees

Organisation

County Durham and Darlington NHS FT

Derwentside Healthcare Ltd / NE Research
Network

NUTH NHS FT

City Hospital Sunderland NHS FT
NHS Hartlepool and South Tees CCG
Connected Health Cities Programme
South Tyneside NHS FT

NHS Sunderland CCG

NECS

Gateshead Health NHS FT

NHS Sunderland CCG

Northumbria Healthcare NHS FT
Northumberland CCG

NHS Sunderland CCG

Gateshead Council

Newcastle University

Hartlepool Borough Council
Newcastle University

Connected Health Cities

Connected Health Cities

City Hospital Sunderland NHS FT
Connected Health Cities

Connected Health Cities

Organisation

City Hospitals Sunderland NHS FT
North Tees and Hartlepool NHS FT
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Mike Jarman
Andrew Izon

Lynne Thompson

South Tyneside NHS FT
County Durham and Darlington NHS FT
NHS Sunderland CCG

Robert Graham Gateshead Council ﬁ?ﬁ?‘:g}?@

Conn Crawford Sunderland City Council

Nick Black Gateshead Health NHS FT

Paul Gibson NHS Sunderland CCG

Paul Nicholson NE Ambulance Service NHS FT

Carol Robinson Gateshead Council

Trevor Smith Hartlepool Borough Council

Laurence Thompson NUTH NHS FT

Nick Booth Connected Health Cities

Analytics and Research

Name Organisation

Claire Toas Newcastle City Council

Ian Briggs Connected Health Cities

Nick Black Gateshead Health NHS FT

Stephen Foreman Newcastle City Council

Theodoros Bampouras University of Cumbria

Tracey Best Northumbria Healthcare NHS FT

Trevor Smith Hartlepool Borough Council

Wendy Leanne Craig Newcastle University

Nick Booth Connected Health Cities

Dr. Stuart Wheater Arjuna Technologies Limited

Jim Fraser Durham University

Rachel Oughton Durham University

Information Governance

Name Organisation

Andy Brown Redcar Cleveland City Council

Ian Saunderson Tees, Esk & Wear Valleys NHS Foundation
Trust
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Keith Forster
Lianne Cotterall

Neil Dobinson

Tracey Best
Nick Booth

Louise Eastham

Darren Rigg
Dr. Stuart Wheater
Wendy Leanne Craig

Durham City Council
North of England Commissioning Support Unit

North Tees and Hartlepool Hospitals NHS
Foundation Trust

Northumbria Healthcare NHS FT
Connected Health Cities

Tees, Esk & Wear Valleys NHS Foundation
Trust

Gateshead Health NHS Trust
Arjuna Technologies Limited

Newcastle University
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Appendix 4

Name
Dennis Kehoe

Glenn Roberts

David Farrell

Gary Birks
Andy Bratt
Simon Cavell
Brian Waters
Steve Caughey
John Neeson
Ewan Davis
Andrew

Tomaz Gornik

Graham Berry

Mark Boschier
Lee Randall

Joel Ratnasothy

Bernie McBride
David Stables
Mark Winstone
Gary Britnell
Adam Cooper

Greg Timotheou
Steven Normyle

Paul Thomas

Mark Tovey

Ian Thomas

List of Engaged Commercial Suppliers

Role

CEO
Sales

Sales Director, Northern
England

General Manager - UK/Ireland
Director of Sales & strategy
CTO

CEO

CEO

Sales Manager

CEO

CEO

CEO

Head of Middleware/PaaS
Public Sector

Client Director Public Sector

Sales Public Sector

Vice President Product
Strategy

Sales Manager

Trustee, CEO

CEO

Health Account Manager
Sales Manager

Population Health Business
Development Manager

Service Sales Manager

Digital Advisor

Business Development
Executive

Managing Director, UK and
Ireland

Organisation

AIMES Grid Services CIC
AIMES Grid Services CIC
Orion Health

Orion Health
Graphnet

Graphnet / SystemC
Graphnet

Arjuna

InterSystems
Operon System
Stalis

Marand

Redhat

Redhat
Redhat

Caradigm

Caradigm
Endeavour Health
Synapps Solutions
Synapps Solutions
Oracle

Cerner

NTT Data (UK reseller of
MPHRX Minerva)

Microsoft
Quiksilva

Tiani Spirit
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Appendix 5

Name

Carol Robinson
Emma Anderson
Graham King
Ian Briggs

Ian Davison
Jonathan Harness
Kai Sander

Lisa Nattrass
Lynn Eddon
Nick Black

Paul Gibson

Rob Graham
Sharon Lowes
Steve Foreman
Tejal Shah
Theo Bampouras
Tim Goodship
Tony Naylor
Tracey Best
Trevor Smith
Nick Booth

Joe McDonald
Mark Walsh

List of Option Appraisal Workshop
Attendees

Organisation

Gateshead Council
Sunderland City Council
Newcastle Hospitals NHS FT
Durham University

NECS

Newcastle Gateshead CCG
Hartlepool and Stockton CCG
County Durham and Darlington NHS FT
South Tyneside NHS FT
Gateshead Health NHS FT
Sunderland CCG

Gateshead Council
Sunderland City Council
Newcastle City Council
Newcastle University
University of Cumbria
Newcastle University

North Tees and Hartlepool NHS FT
Northumbria Healthcare
Hartlepool Borough Council
Connected Health Cities
Connected Health Cities
Connected Health Cities
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Document History


		Version

		Date
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		0.7

		20.11.2020
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· Added National Context section (section 2)


· Added ‘Guiding Principles’ section


· Added ‘TRE Characteristics’ section (A1.)



		0.8
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		· Additions to ‘TRE Characteristics’ section (A1) following Kathryn Common review.



		0.9
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		· Revised governance to add steering group following Graham Evans review


· Version for approval.



		1.0

		17.12.2020

		· Changes to sections 5, 7, 8 and 10 and removed appendicies following Digital Delivery Group feedback.

· Final version.





1. Purpose


This document has been produced to capture and record the basic information needed to correctly direct and manage the project.The PID addresses the following fundamental aspects of the project:


What is the project aiming to achieve?


Why it is important to achieve the stated aims?


Who will be involved in managing the project and what are their roles and responsibilities?


What are the governance arrangements?


How and when will the arrangements discussed in this PID be put into effect?


When approved this PID will provide the baseline for the project and will become “frozen”.  It will be referred to whenever a major decision is taken about the project and used at the conclusion of the project to measure whether the project was managed successfully and delivered an acceptable outcome for the sponsor.

2. Project Definition

National Context


The NHS Long Term Plan (issued in January 2019) is a ten-year strategy to enable continued medical advances and provide better outcomes of care whilst acknowledging the challenges facing the health service around funding, staffing, health inequalities and a growing and ageing population. The plan recognises the importance of the development and implementation of digitally enabled care and sets out wide-ranging ambitions including the following objectives, which would be supported by a Trusted Research Environment:


• Predictive methodologies to support local integrated care

  systems to plan and optimise care for their local populations.


• Secure linked clinical, genomic and other data to support 

medical breakthroughs and maintain consistent quality of care.


• Ensure digital systems and data remains secure.


• Support and enforce standards for technology to ensure data

  is accessible and legible.


• Promote the health focused IT industry in England through a supportive environment for innovations and software development.

Background


A TRE was first established in the North East and North Cumbria (NENC) in 2017 through the Connected Health Cities (CHC) programme. Initially two TREs were developed, in Durham and Newcastle Universities respectively. 


As the CHC programme came to an end in 2019 with some elements transitioning into the Great North Care Record (GNCR) programme, it was agreed that Durham University would continue to develop a TRE with AHSN sponsorship. This developing TRE now has University and NHS collaborators with the potential to facilitate secure and effective research and analytics partnerships. 

A regional TRE will strategically position the NENC region within a network developing across the United Kingdom, with the capability for industry collaborations. In September 2020 the Great North Care Record (GNCR) Programme Board approved the development of a TRE Strategy document. 


3. Objectives


The objective is to develop a ‘Trusted Research Environment Strategy’ document for the NENC region, within the GNCR programme.

4. Scope & Exclusions


The TRE Strategy will be for the North East and North Cumbria (NENC) region only. 

The strategy will be developed with involvement of regional Local Authorities, NHS and academic partners. Industry partners will not be involved at this stage although the strategy will allow their involvement in a future stage of development.

The scope will include (see also ‘Product Description’ section):


· Governance, protocols and documentation


· Data curation and management


· Data provision


· Information governance


· Data use protocols


· TRE federation – locally and nationally


· Intelligence, innovation, research needs (voice of the user)


· Public involvement


· Research ethics 


· Technical infrastructure


· TRE user access and support


· Future industry participation

See also section 9 ‘Product Description.’

5. Constraints & Assumptions


The TRE Strategy document is required to be ready for review at the April 2021 Consortium Board meeting.

In developing the strategy, it is assumed that:


· Access to relevant people, groups and organisations (see ‘Stakeholders’ section) will be available in a timely manner to meet the required timescales.


· The interoperability principles and standards developed in GNCR will be followed.

6. Interaction with other Projects

The TRE Strategy development is part of the GNCR programme, and in particular will include a review of interactions with the Health Information Exchange (HIE) and Patient Engagement Platform (PEP) projects.

The strategy should also review the TRE development in the context of the NENC Digital strategy including Population Health Management’ (PHM). Regional initiatives involving new data sources including regional pathology and radiology will also be reviewed (see section 8 ‘Stakeholders’.) 

The NENC TRE must be also be reviewed in the national and international context of other TRE developments and the capabilities and opportunities this will provide, including the potential to federate TREs. Specific initiatives include the NHSA ‘Connected Health North’ proposal and the Health Data Research Alliance initiative on TRE federation, as well as projects including HDRUK and ARC-NENC.

7. Project Approach

The strategy will be developed with representatives (or contributors) from key sectors and organisations that have been involved in NENC TRE development to date, or could be involved in future development. The development of the strategy will capture the “voice of the customer”, people who will gain benefit from the TRE, and the “voice of the business”, other key requirements of the region (i.e. data controller responsibilities, legal & policy, financial, technical, ethical.) 


Contributions to the strategy will be gathered by the following methods:


1. Interviews with individuals or group representatives


2. Workshops with cross-sector representatives


3. Review of similar initiatives.


Group and 1-1 interviews will be held to gain contributions and review existing information. Workshops will debate findings for specific topics where decisions are required for inclusion in the strategy (see ‘Stakeholders’ section.)


Recognising the time constraints, information for certain themes will be gathered outside of meetings and be fed into the strategy development process for consultation, see ‘Product Description’ section. This will include use of existing TRE research and findings from the GNCR and CHC programmes. 

As there are various organisations and groups within the NENC that could potentially provide some or all of the capability and services required for a TRE capability there is a need to identify and manage conflicts of interest. Potential conflicts of interest will be sought and recorded from all contributors, and will be accounted for in the project governance and when developing the strategy.

8. Stakeholders


The following will be consulted about the strategy:

		Organisations / Groups

		Roles



		Academic Health Science Alliance NENC (AHSN)

		



		Clinical Research Network

		



		Clinical Commissioning Groups

		· GP representative groups* 



		GP practices*

		



		Integrated Care System(ICS) NENC

		· Digital


· Population Health Management



		Joint Research Office

		



		Local Authorities*

		· Public Health Consultants


· Digital Leads



		North East Local Enterprise Partnership (NELEP)

		



		North of England Commissioning Support Unit (NECS)

		· Business Intelligence Leads


· Data Management

· Information Governance



		NHS Trusts*

		· Chief Information Officers


· Research and     Development/Innovation Leads

· Clinicians with Research Involvement

· Information Governance



		NHS Digital


NHSX

		



		Public representatives

		Healthwatch



		NE Strategic Information Governance Network (SIGN)

		· 



		Third sector*

		· 



		Universities

		· Digital


· Ethics


· Legal and governance

· Research


· Strategy/business development








· Note data controller role

Other organisations that will have interaction with the strategy:


		Organisation

		Initiative of Interest



		Northern Health Science Alliance

		Connected Health North initiative



		UK Health Data Research Alliance

		‘TRE’ green paper



		UK Health Science Centre – NENC (tbc)

		



		Healthcall

		





Projects:

		Project Name



		HDRUK



		NIHR ARC-NENC



		NENC Digital Radiology and Pathology 





9. Product Description


The headings for the TRE Strategy document will be:


		Item

		Heading

		Overview

		Content Collection Method



		1.

		Design principles

		Principles used for consistency and focus in defining the strategy. 

		Contributors review of previous work



		2.

		TRE Definition

		NENC TRE definition for joint understanding and communications

		Contributors review of previous work



		3.

		GNCR TRE vision  

		Joint statement and/or bullets for where we want to go with the GNCR TRE and why

		Contributors review of previous work



		4.

		TRE blueprint including:



		

		Workshop 1



		4.1

		Technical

		·  Technical requirements

· TRE federation – local and national

·  Alignment with relevant NENC assets 




		



		4.2

		Support system




		·  Administrative / legal

· Commercial Collaborations

·  Information Governance


·  Data curation/management


· User administration

		



		4.3

		Governance

		· Accountability and decision making process 


· Managing issues and conflicts of interest 


· Monitoring progress

		



		5.

		Case for change 

		Regional and individual stakeholder perspectives

		Contributors review of previous work



		6.

		Development roadmap: 6, 12, 24, 36 months

		TRE development over defined time-periods

		Workshop 2



		7.

		Current status and regional assets

		·  Installed base


·  NENC current assets: infrastructure, services, skills

·  National TRE review

		Data collection 



		8.

		Gap Analysis

		·  Between roadmap and current status

		Workshop 2



		9.

		Priority workstreams for TRE development




		·  Workplan based on priorities

		Workshop 2



		10.

		Funding sources (current/future)

		

		Data collection / workshop



		11.

		Challenges/barriers and mitigating actions




		

		Data collection / workshop





10. Project Governance

The following diagram shows the TRE Strategy project within the NENC ICS Digital Governance structure:
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Due to the current transition to the new NENC Digital governance and to not risk the project timescales, the Digital Delivery Group will be accountable for the PID sign-off and then the project will be accountable to the Consortium Board, including approval of the TRE Strategy Document.

The Integrated Care System (ICS) Consortium Board is the regional governance group that this project is accountable to.


The Sponsor of the project is Professor Graham Evans, Chief Digital Officer for the NENC ICS.

The Academic Health Science Network NENC (AHSN) is responsible for delivery of the strategy document. 


Key stakeholders will be consulted to provide information for the strategy (see ‘Stakeholders’ section 8.)


Governance Boards and groups will be regularly kept informed of development namely the Digital Delivery Group, Digital Strategy Group, PHM/TRE Project Board and a fortnightly forum for the temporary TRE Strategy Project Steering Group.


TRE Strategy Steering Group


Due to the TRE Strategy development being a short-term project (three months), a temporary Steering Group will be setup to provide regular guidance on development. The Steering Group will exist only for the TRE Strategy project duration.

Summary of Governance Roles

		Role

		Person/Group

		Overview of Responsibilities



		Accountable

		· Consortium Board

· Professor Graham Evans (Sponsor) 

		Consortium Board


· Ensure project delivers to objectives

· Monitor progress and ensure strategic alignment


· Provide assurance on project delivery


· Sign off the products including the TRE Strategy document.


Sponsor


· Leadership and interim direction delegated by the Consortium Board

· Advise on stakeholders

· Chair the Steering Group





		Responsible

		Academic Health Science Network NENC (AHSN)

· Mark Walsh (Project Manager)

		· Project initiation including PID development

· Stakeholder engagement


· Strategy development and delivery


· Project reporting



		Consulted

		TRE Strategy Project Steering Group (temporary)

		· Regular review of project

· Advise on development and direction


· Advise on stakeholders for inclusion


· Review and comment on draft strategy



		

		Stakeholders (section 8)

		· Provide and review TRE Strategy contents


· Advise on stakeholders for inclusion



		Informed

		· Digital Delivery Group

· Digital Strategy Group

		· (PID approval by Digital Delivery Group, as per previous section.)


· Informed of progress

· Ensure alignment with other projects





Project Team


The project team will be responsible for developing the strategy document, information collection and coordinating activities.


		Name

		Organisation

		Project Role

		



		Mark Walsh

		AHSN-NENC

		Strategy Development Lead and Programme Manager

		· Responsibility for delivery


· Plan and deliver strategy document


· Identify stakeholders for strategy content


· Facilitate contributions through interviews and workshops


· Report progress Consortium Board



		Dr Ian Briggs


		AHSN-NENC

		Strategy Facilitator




		· Support stakeholder contributions


· Support strategy document development





TRE Strategy Steering Group

		Organisation (all NENC)

		Name

		Role



		NENC Integrated Care System

		Professor Graham Evans

		Chief Digital Officer



		AHSN-NENC

		Dave Belshaw

		Digital Transformation Director 



		Applied Research Collaborative (ARC) 

		Dr Paula Whitty

		ARC Implementation Lead



		Local Authority representative

		tbc

		



		NECS representative

		tbc

		



		NHS Provider representative

		tbc

		



		University representative

		tbc

		





11. Initial Project Plan:


Key milestones are:

		Milestone

		Date (2021 unless stated)



		Sponsor approval to proceed / PID sign-off

		17th December 2020



		Interviews start for data collection

		4th January



		First Steering Group meeting

		January and then fortnightly



		Interviews end 

		12th February



		Workshops sessions (start/end)

		22nd February to 5th March



		Draft Strategy document with draft blueprint – 1st review

		19th March



		Strategy Document complete

		9th April



		Consortium Board review

		April 2021 (date tbc)





The strategy stage will be followed by an implementation stage as shown below: 
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12. Deliverables (Products):

The deliverables will be:


1. The ‘NENC TRE Strategy’ document.

2. A record of all consultations, data collected and decisions made 

13. Initial Risk Log:

		Risk

		Mitigation



		Contributions to the TRE strategy may not be fully representative of all stakeholders.

		Confirmation of contributors with Sponsor and Consortium Board then ongoing review including with steering group and stakeholders.






		Contributors may not be impartial in providing views and information

		Ensure a range of views are gathered and record any key issues that may be potential conflicts of interest.





		Any conflicts of interest in developing the strategy will create future challenges to TRE development including implementation plans or procurement




		Have a clear process and record for dealing with potential conflicts of interest and actions taken.



		Lack of clarity on project governance / decision making process will delay project completion.



		Governance documented in PID for approval. 



		Contributors may not be available which means their organisation/group may not be represented.

		Retain flexibility in methods and times of consultation. Seek other representatives where needed.






		Lack of regional co-ordination and communication regarding the TRE Strategy will result in similar parallel strategies developed in NENC

		Ensure all key groups in the ICS governance system are aware of the TRE Strategy project.





14. Change/Exception Process:

Any changes including to the strategy document Product Description, approach and timescales must be agreed by the TRE Consortium Board.
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